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FirewallBuilder 




AQ9 ..Unn A^lg (jLifl (JJ3 (jljA^JI (jjQ AjA&JI (ji> 

djjLUI (jljAxJI <LiLq-a jjajo ojjuoJI o Jua ^ kilA^J 
-i^ualjjjJI ^jx J Log J\l'")~^ dSj^i (ji> 
(jjaUl sUoisLj (j^ij <LijLuJI LjljLiJI o Jua Jlo 
ol jl j'"<>j ^joLjjjJI I Jul (j^Jg d^'i'io II jjL^jjliJI ^jjo 

y/p..<j7 II < ,l|Jj ASLl J*-' 



(^,1 in nil jjAqJI J^99 J9-J AjjjjJI ^jlLsLj (jL^g 

-t^JlilLS ^oljjjJl (jlr Oninit 2L£)AJ 

oacLqJ jjaq S^jqLjjjJI Ial ■ "-^1 1 pi's «Jj£ao» 

^jl AJjl ^/ Ljlil cKlnlll Ojljj (jX dJgQulO LjLjLu 

9I Ipfilter 9I Iptables pi tV?-.i 

An.sk't..,; j-J jjLj jIa^ (jl 9I Cisco PIX 

(jjL>-^ fjs~\ 1 hi ^ualjjj IJua (jilg euia JjoLrjI 

« J^ujl 



(jni ^jUI ^J9aj jj"'*<" ^wLnaJI ^jl j£ Aj 

sLoLsJU (JjAI d-Mii'19 d_nbij d-Mii*i) <L^9jjjaJI 

.(«GPL» 



q9^j Lo LJLc ."■!<■ II J9Q1110 9I jjda^ 
£gj <jja « J99^jLd» <jjlj jIa^ <jja aLaI 
ijlll ^ K.'.i/n Hq '"'"j"' 9I jjgJjLffi |jL£ (I9A1J 
ojjs |q£a2JI <Ljq9i^ ,^yi l^^^lj'i Lo L ajIj 

OAlA^ lHjLujLluJ <9£>^ <j-C (jL£ (I9A1J (jljA^JI 

.J99^jLqJI dJLi cL&jLlag ^jn-sfi 9I l^j 9 1 
£jqaj qI o^U 1 ?..!^ ^joLjj-i 9I oljl tllLLa ^jl ^ici'i "19 

JQ^QO IAA9 OA^Ig dUVlfl (jljAxJI OAA J-£ 

clLoI^j ■ ' ^jqLi^jJI Iaa *IjjIi ^Lc (ijii^ (jJ Lou 

(JJ3 ji^l ^UoLjj-J ,jJLc . njo"*i..i jO^jlII !*■*■< Iq dLSLOJJjaJI 
Iji) |Q ■ dl^lnl 19 (LLLjjJ d 1 09 1 1 ij d iTi ^ Q 1 gjlj 

oj iiTn'ii II sLijUJI ^jljAxll ^jjo ajaslII ojlAjg jo^UI 

(5ALLO ^jqLjjjJI jOA^lulO f.)tyul ' ^" o" (jl Q9AJ 




Firewall Builder djcuJ gjoLjjjJl 
jol^UJ SacLK (OA^luijg Fwbuilder 




OJJ j^dJI v_rdj O-^q-s? II 
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Linux iptables 
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OpenBSD pf 
firewall 




ASA/PIX 
HA Cluster 



ASA/PIX 
HA Cluster 





Internet 



r Ms\'sy\ J I Ifi'i (jlc "■!< 1 .'Ml ,^0 j^lgg..<« II 



dbilloJI lHjL^JuI II dLkljij £909]! jQJX - 5 

■ "'I ■ • ■! ■ ■■■ II Jjij Jff>ul II (JJ3 (jl jQ 1 9 I ° ' Hq 

i>£aj gjoljjjJI gjo liUoJ l-La tfjtl^-i ^ "iI-n"^«II 

■'I'" JJlAJ LuLHIj JjXSj JJO^I J°^-"' (jl 

cULiUaia jj_c II jL&^JI ujljtlc ■ "■ 9J 

^jla^JLq J^Liuo (j I (jgAj "-j '^"Hq djLcjUl - 6 
(jl j<«« H jjai 3 Kuio II oJua jjo (jjLsj aia 

dLlLa^JI jljA^l jj3 Oj_lJ-x]l l1|IjIAx£}^I j^J 
LjUxtjIjJ lLLlLc jl (jiSj ilL] OJJAA JjljjLAjQ L&J 

(JaSjIu LlJMii jj3 (jUI jjalg^ll diijAag 

^oljjjJI |Q jl (j^9 ililj-uudl oJua 

QJJOA AC 1 90 f. Lll_l djijjjlll djJjQX ASLl ■ 

jjulSj (J I s'j-^ iL^LxJI jgj 2nl.>\« II LjljjuaJJ 



: ^jqLjjjJI l!1jIJjuqjq |0<^l 
djjllll jljA^JI ojIj^/ gjoLj^JI jOA^a - 1 

" II tHjljjjQjoJI JiLfl . fyln< jl^lg ■ 

Jl.< i'i ..i^Iq "i^ 1 ll/j "iln I fi II d^jLiijQ (Jjuq 

JjLujLluj (jlc Igj^jj j_ijjAjaJI JjLi. lAiL J^g 
lIIiLiLuJI (jiaiijJI 9I >!"■■■ II L09 J99jjLaJI 

.jjalg^ll <LjLl£ jja ^/aj 

jl |<alaj ILo ."il.^iall jj3 jl 1 K II |OCJ - 2 

d-Jjllll jlj^xJI jja jiK II ^ii jjalg^l jhni 
gjaLjjjJI jlii till JJ9 oj^aj . 19 '"O" j9^J 

JjQ&JI dJMii jj3 o^U"..<" d I OQnljJI d i^^9-l 
^jj3 \ 1 *i i jlUa I I ,**il «.il 1 1 1 1 1 1 j» I . . i *i Iq A I qAv..! i 

.dajLuij Lo ^jic 1 II ^jjl jljh.'n^/l 

(jja (jjLj jlJ-^ jja ji^l ^Ic ljIjjlSj t Ij^I - 3 
ojjuoJL ojjuaJI oAj&9 jKm II (jjjiu 

Jajjj jl o^U>"..i" ^jqLjjjJI jxg ^9^' 

LLxC ^ Iqj..i« II dUjllJI jljA^JI ,^0 

jl Jj a^jjji (jji a^bJi jgj 

. Jaiio " ' ^Iq djL^9 dlajjJa jx 



gin L . ". .'L- hjt» iKih Window tlalp 




B ir»** ■ 

I autiidB I dyn etii 
■ »j in«id» 

■ PDk-y.3 

B mftMervef_rule-i 

■ wt" 

i> Routing 
Ie«t2 * 

i"j btai»cti 
1 j Service* 

□ Cu«offt 

I Groups 

- caif 

: d TCP 



OaitmatKin 



SBfVICO 



IP W0,3,M,#lD 
0.3.1 *.A0 



t3f>25/ prjlic-y 

mtarfsca 

Any 'JP'P-O fc»Q" B^Elhw«*Qjfl ( 

fch.E97.l6B.l71.? ^trp D-0:2J.32 ^rrIh«™tlKl ( 
P h-lQ.a.H.ZOl ^'.m 0-0:22-22 B^Etheo^eCl n> 
55ne; IO,3,14,OfM *ny gp^EthMi 



■Camrrrunt 



«l 



rted from al_D_jcl_*i 
unported rrdm eI_D_acl_« 
Impartad Fram dt_D_acl_n 
imported frixn el_0_acl_n 
rtad from «l_D_acl_n 
imported rrom «l_D_acl_(Ki* 
Impartad I'm «I_D_acl_mt 
imported trnm feD_0_Mi_in 
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I 



Name: rj__rrj_n 
Platform: p_Uei 



I KKl ■jfi.rc.s . 



HbslEE; 



= -r..,U Scttngi .. 

[notave '■ r 



The fonvfll has too rrtEfFfle«. €thO fates oy tsris and has a 
po*o incUatsbHtnitf uwmfvnmiri^uiba^ieEM 

ard art -scwYg nies. Access tn Sie frotnl is permtttd only 
*--n r:ernal TetMn* «J DrJ|f LBng SSH. The Firewdi uNtOM o* 

-*tn« i>* rtrefcjJ r*tv.iy > fix \f,\*nj!lr+r v ,%*V« 
L»nfi^E_wthad±d33 13iBBfl.LlV3SS.JSB.iSS.[] 



Instated: - 



: ^JllJH ^y^ii Llj 3ir>IMI SLjjLjJI ^jljj-xJI ^jqLjjjJI jocoj ^Ul iuaJaj^l 

u^** 1 [Q 1 ^ u^Jl ^jlUl jl^Jl iptables - 1 
Sun Solaris, FreeBSD, OpenBSD ^UJI ^Wl jLiaJI ipfilter - 2 
MacOS X, FreeBSD ^U-u _j ^UJI .jjlUI jLiaJl ipfw - 3 
OpenBSD pUXu ^liJI ^jlUI jUaJI Packet Filter - 4 
t^ic JjQJijg CiSCOPIX ■Aj.^'i IL9 j<»»..» dirJMI iijjLlJI ^jljA^JI ^lc L'iIojI " 5 

(Ljbkj ^^^jnii) Cisco IOS Access Control Lists Jl 
OpenWrt ^9 (SLaj^JI) Linksys ^bllcu S^LLII 2LyLUI Jlj^JI ^jic J^jug - 6 

firmware 



-: (jfljjjjJI gcc^aJI (jja sLooSjo ^joLjjjJI joIa^IujI 



^jLjlujLujI Liu sLuajJLsJxJI JjLac^jAjlqJI (j'r>9 1 

http://youtu.be/Q5GPrkwyGxw 
http://youtu.be/Q9imdAjjdqQ 
http://youtu.be/WezfP_z-L64 
http://youtu.be/4Gy5CRjTjkQ 



http://www.fwbuilder.org 

:_Jlill JajljJl _ic SourceForge gicpa _k> gl 
/htfp://sourceforge.net/projects/fwbuilder 
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IT- 1 

IT JjaxII .'Ii.xn'ki ^Jj .'Mar ( j J3 Jg^/I jQ^jlJI ^ya 

ajJIUI JLax'21 jLSjl ,yx i>a>*l i administrator 

.(jLUI !_ ijjii (jLEjl 9 LiUjjja (ya (jjcJ^JI ijx l".^j<* 



4 



: Domain a computer 

j irihgo II gjun-^ (jL a£Llj (jl i i 
L'joLaj (jjL^jAa IT Jl |Q (jjLLaL&JI 

gjo domain JJ windows computer aoL2al SuitS 

computers, aiiLiajj SLaLUI ACI9EJI SIxIjjq 

domain JJ printers or any other machines 

9 Lijljij jQJX 9 OyiV^I 0.ida JjOjjjI i " I * ~-b (jjQ 

IPs Jl ,ylx Jq-^^ II Silaf, jlj""--'^|l ,yx JaLxxJI 



Domain Controller with clients 




(.tlibaglyfl II L^cJqKI joJLc Jc^aj jIj£JI lJ jL^jI arj 
.M-iijU^ ^jgi ( ya Lq 2c«k h ( j j0 aslj 9 

\ JbuoJI ^jLlujLijI ,ya La SjoJLsdl Iaa ^Jl 
J9^/l jolj^aJI JaE LauiijjJjQ i i ^jUI sLuii^/1 ( y£ La 
•<jjl (jjo 9 Ioxj . fi i ^ S JiJagill cU-iliLo ^ya lJjjaa £a 



fJjJJ ^jljw^JI II (jl ,"i i -\ Ji iffiT'il Leu 

joJLc ^ya Jaljl^l 9 J9^aJL ■ ' 17 1 rj 9A JLxoJI Ioa 

loda ,y3 Jq^.W I cLxoLJI ■ * I" < rj ,jja a£Lj h^IA 
.L iiajl £j_u 9 | yU JLxaJI 

lJJIS i IP Subnetting Jl aijjLo (y^j^Jl 0^ 

9 routing Jl 9 Switching Jl ^ ^Lu^L^/l aJ>yu) 

lJj9^j fuujll dL±A&y\ ^ya Suli >ai firewalling Jl 

<.Lo L J09J L&jjAj !_Q9xU | ylll cKiuill JjClC eLJI J9JI 

■ »^ 3" j (J UI S10Q1II djLLiJ9jJI JLax^/l (jx I jLo (j^Jg 
Si'rKini jljti'ii iil 9 (jjal <yx IAIn-» 1 1 Lau joLuiJI Ir 
- £}LaJI Jjo jjl! 2L1LB9JI - JjLoJI JiflJL Max iJJjg 
.<jjaiJI Ja^L 09^j U^^' (J-* 5 u° 
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. gaksgJI I jj£ ,jJI Ji 



i^j A < I ,,i II oJiiJ I JJjjS .Mn.xxg iq .Hi Ir , I -N I I'l^Q 

)MJI JjLl^MjuqJI iLLiclg djOiLjoJI o'\H\ i jolinll (^liuijl 

x tjic ^^pJIg domain controller JI ^ic 
Lulo ■ ■■■^"i lJJ jg Laptops JJ cache credentials 
ul .a<.*.ii jLi^Jl Jja&j Lojic Login JI 

ljg£j (jl i i > i (jUI ojj^^fl jaJajtjg ' J 1-19-1 

,jaJI jL^JI yla jU j f Ijg 9 workgroup 
Jjac djagiilfl ^ Edge Transport Server Jaju 
.Exchange enterprise server 





eLSj^JI jji IaJ icLsLuL£ju39j2£JI Jj^fl ^ .."ilc JMI 
djojlj ^/Uaxl ■ djuagojl 9 ojjoluiaJI A ,< ,',\< , n\\ 

J<-' < Lajgbj (jU'9 hardware JI ^j"---" ^ic 

(jJ3 (J I (JjL^Lj 9I JLojbl |Qtl£9 A 1 1 OQ 1 ill dJJjLLoJLj l-^^"" 

.IJaj^l J^LiiaJI 
cLcLulo ,jic JqLclJI l-l^j tMla ^ iUR'. II . " ■ I o ■IUII (J aii 
0J99 (jja aSLUI 9 clclihl I (jrv.n^oll ^IjU ^''^<>" 
. 3c JU>I I 'A^i-k.si II d-^ojjJI 9 slcLbJI dJajjlil 



■j"-" (jUI ^LJI Jjo jjlKJI JILl 

J9 t Safe mode JI J Mi JjosJI 




Jl 3 /in? I gJjAilJI jgkaJI (JJ3 eLL^joJI O jj£ ,^0 eul La£ 
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Reset a password on a server 



La p.^'.-.^l password J! y>J>~ <U q ff> 1 1 1 1 (^piJ (j^Jg 

ojLcI Ajp LqaLc Miioi i active directory Jl £j>b 

5JL^ (jii l1uI£ (jlllg j^J jLoliuilg J i?ni"i 

Administrator^ ^yaLo ,o1sj 2g JjgJa iiiSgJ Offline 
<jjo ajasJI p' '^"--'i (jJJ Ljjlii password 

.cUjL&iiij (jja (j<»""i 5aja^ password ijlgj^l 

JH°~ i^jJa cLojjlo (jl IjJ 

^^^HpP^HpPH| Administrator Jl 

J i59jl^ jjai passwords 

wi^^^^^ Windows. jjljijj^Jl 

. Linux, MAC 



Create an Outlook profile/account 



(jic jAJLi (jjji djuai joa^o lILllc p. jl^j viriuaiizauon 

^9!^ jQjij gi.nl (^jJIg VMware Jl ga Jtto jjl^9 
.lJjaJ ebkLLoJI jjlg/aJI gjua^ (jja SjLqIujMJ l li OAJL^ 

(jJ3 jl^l JjL&illJ (jic lJjJJ^J L jLl^I JjIgAjl OJjj (jl Lo£ 
jLfijI .'lilr . < (^JtUL 9 jl^^ II (j ■ ■ " '■ ^lc pl^' 

(jLc JjLAiiij ^ ftlA'il 5ac JjjLIij Snlg'i o II ljIjLljqJI 




±ft (jaJIg i Microsoft Outlook 
j gjaLjjjJl Qfrn Exchange server Jl jg^gj «vic 

eLbL^I lILLc ■ '7 3" j IjJ iijjuaA^IuiaJI (^aJ Jinno llg 
l^j^vIA 1 ^jj j<«« II ^111 f Lbj^L JjoLS J ^""3 
ijjJI 1 ihaJI ^MlaI Sini's cLqjao Mia ^jqj-'^ 1 1 (jjai 
^Ul f Liijl «uqjl^9 t PST file Jl ■ 

HTTP, POP3, JL* ^9%J9 > dl flgi gua^ p 

IMAP 



iiilj djLLac cui dLii 2 Laa ^ directory 

'll"<* jL£ I jl dJoLuiij Lhj pLSJI ''^""'"3 ojjll^ d miTil 
^9^9 jl^j (^1^ gl (jjujl 9! a^lg p (J9IU10 l _ 7 ic 

tjjJl action Jl ^juJoIj LL09J j j .^?..«« Sjjiic ^Jl 
adding, removing, editing, locking, 4 Jia d^Lt^i 
t( jUg unlocking, or just resetting passwords 

(jLc ■ .-vj LljjlC9 ilil^isUI o jji) t2ijL£ 9J IjLo 

^jJoJI ^LljI ii^^ 11 (jja c p''*"'" 100 Jl (3q"j Lq 
gja JaLsUJ active directory Jl ^Ja du^jLlHUl 
GUI (graphical Jl ^jia <jx J-^"*<" J<-- ■ p 
jju£ 09^! J39UJ kiiBgJI jIaaI l yiLQ v (user interface 



^Jl (jja jjjaJI JLlL K*^^ 

II Dun ^.klxz-lolx I ^^^^^^^ 



t hard disk drive JJ Run chkdsk Jac ^^^^ 

."■IrlUn II (jiULJ 9I i^la ^MH^I "'l" lfl (J^AJ ^l 

.hard disk drive Jl ^ * . 3 Uq«ii 

I aji ,ji> p (jlll ^joIjjJI o^"^ ■ pLaJyi . \~\ i IjJ 

£}La! c i-.<«", ^ui commands Jl Si^g <. JL^qJI 

^9 du^l ^juLagjgl J<-" JLlic^ll (ja ^glll lji£ 
"GUI Jl pi o : l^" -" ^bJI phvn 



Schedule a Windows Server backup 



J' 0' (j-° I-'jla^-i a^LUI I pfflo II9 ^j9jJoJI (jjai i 

J<»" Jjaaj Backup 



dLLaJ resetting passwords Jjuu pgaj ^iji Jjl^j 

pLoj^f cl^LLui ,jjJI i " 1 n q 1 1 djuLui^ SjJjuaj 1 p 

p J^J 1^"" jlgj 1 0 J {j^ijsu i j9^_i lIU j 

(j^9 Ipa^Iuuo 1 00 J SJiJLfiJ 1 7 (jJ'9-^ gl' 1 '^" tZijLo t 

Mia power shell Jl go jaLsUL I 

.!^1J jj pLtiJJ ajuIj 30 (jJI gli^j ^Li 
Jl fia JjaLszUL l!iIjL&j3 ■ » I . . 1 '■' < I , i-n ■ icdgo ilijjl La 

ojIjI SjlLqx jj>"1j 9 Jy*--'"' Active directory 

OJQ^QO II (JJ^^II JjIgjoJI 9 |j^" \k"..<n II 

Jjl&iIiUI 3ohil Jjjo-^ jLic^/l (jj^Li jjk^/l i_taj La^ 
Active Jl £0 ■1^'^"" Q'^"-" "2 (jUlg oJ9^9aJI 

dlljL^JI iij^9^9J9jjJl9 g^ljjJl ;i ^'"o directory 

ojhini II (jja (j <«'?'? I Ia.'aci ■ iUI^"l I duaj^UI 
ojj^^/l 9 JjIgjoJI ■ "1"^ « ■ JjaL^ J^"',' p^^" Hg 

.lILjaJ oJg^gjoJ! 
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■ '73'.; (JaJI jOdjoJI s^_ 7 iiiJI 0' ^! ilAaMl^l (j-Lc Jjl&iIiIJI eLaJajl ^ ^Lal 0J9790H 
9I JiRjiij ojLcI ■ < I 2 (jJaLLL^/l ^uiUI £al>J 0' 9^ jL±^c^' (j-j^J oa^I 

.cuLii La 

J ^ Til I JjUlJ (jU'9 cUajjjllJI J9J3^I (j-O .^Ul .'.X^l ^..<*i II ."il.'.n" j/jU". 

(jjjJiiJ ■ ■■■ Lojlo Tape Jl pi '^"■■■l ^l*"* jj£ jj Lajlc ilIijjI (jl ^SLjuLagjgl 

.^LlLuJI 

.SAN Jia 4ZjL1Hj J9^9j Tape Jl pi ^""'V i^clti 2 «ul jQ^JI 4 
. Hardware Jl 9 Software Jl 





rr 

t 



SI 




Clear space on a C drive ^ Q< 



.4jlqL£ "'lj"j^"'H (jja C (j^HJI ,jic oji>9loJI <L^ 

.Taj^aj C (j^JAJI (jlc LiJ9^ 9 ■ ' I ^"j ^/ (jlll gjaljjJI 'I I \< teU^LJI "'l"l"H 5^9 jQ»l£ (j-Q aSLUI 9 
1 1 ij'-^<" 1<*A1 . ■ I l^"j 9 ^j9^j La L jJLc jja^/l Ijui ^jx cLo^llll sLkii^l ^j^l Jll J9 

^^jfi temp files, internet JL£ jij »"■■<! < C ^^Lll ■ pi.^?...i ^jx o=>>^l I jJ 

' m^M ^ CCIeaner jOAii^L .. history 

hktnry IK C. u^jSH ^Ir £j^< ^■■■< ■ pg»" N?» nrarlp Jo"W, r,\jkj,..,\\ 

^ .d'nyo iZjLoLo jlAEfi 9I Server Crash Jl . .•■y;ij«?...« j<*. . i -n i jj t 
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u too II ^Lqj: Q 



a il n -. Ilj ^0^1 J^Ii l>±*Lj ^ dXjjoJIg 



.Packet jgjKJI (jjoJa "'Q-^n i filial - 3 

• iKiitill jox jgjiaJI dUL^^j - 4 
.SriQinll tliLagkfl II J i - 5 
J.^v i (ji^ fii^i ^q"q "'q^ II ' ■ Iq "■ oaLcl - 6 

glj^luilg IavL K" jQj ^jjQg jgjlaJI JLHlujI - 7 

.L&jjQ djU^i^JI "il riQ Ion II 

cLlIjLaj ^1 eLuaEjJI ojLii^/l Jjgjij - 8 
cuIaxJI (jii joZi (jUI JLoj^I y" cULax jl 

j9a ^jL ,oj 0^9 signaling protocol ahmlg-i 

9 I SIP 9 S H232 Jlfl JL^j^L r <^"" .Zi^gjg^i 

. LajjLC 9 MEGACO 

Lo£ gl SIP Session Initiation Protocol 
(jjo J9^9J9jjJI Iaa jj9^j joj ^"'l^ II taj J9^9J9jj 
uhjSLa 91L9 JETF Ljjjij^/I dnHiiTi Jjax (3-j>o (J±o 

.RFC 3261 jLlraJI 

cUjjJLj cujLLo « J9^9jgjj SIP Jg<g"/jj ■ ji"c^ 
cU9^ ."l I "\ (JJS cLJlx cU9JjOJ eul Lo£ H232 

LsJLujI joLi (J 2JI ojasLqJI U'l.-'g H .ha'i (jx N 

«9jaaii c oj9^ ili9^» cLLkujjlg_i 



Skype , Windows Live Messenger Google 

iIiljjaj9jaJI 9I driQ.nll ljLjjLxaJI jL£ (jl ,Talk 
(j^9 f ^ / "^"'j" JO"^ JjLlj9 J£j 9I djujjaJI 

, n 1 < q ,"il n 1 1 l/"v" I I .Ml" n C " . n i ^ ln g I , " i j *C n <T\ 

Jg^j"j; II 9A (jjs>9 Lfl^J cU^Lidl "'I 'il 1 1 II JnV'i" 
Jiijg ^9^11 JLaj^/l . " < 1 . - « I ~v djaLEI ^jx Jqq..i« II 

i"q.x\ II ,"il 'il 1 1 II 



SIP cUllLJI fjj J9^9jgjj jx ha II ■ pAjJI (Ji£ 
c Jaju Ji±£ 9 ^yaLa VOIP AjuSj ^jx idS pl<?;i 

iZjg^l J£i ^yiajg Voice Over IP LajLaiiilg VOIP 
J£U IP J9^9J9jj Afl-Laj ^Ul ilijjlj^/l 3<i.*i j 

J9ji2.ll j "iliUen II JjjJ |0*U I -s "ihloOfi II 

Uon II J£jJ L'jqLaj cuLulA J^nl I d^li'illl JOX 

ajlLqx jjqj <, Packet Switching ^u...i 3 , ^jii^l 



daJjLcu OjLljl iJJ3 "'j-^ll (Jj9^j » "q-^ II SIaBj - 2 



P J9^9J9jj yu£ ^Jl cUjiu SIP J9^9J9jj jLo djuoJI ""^ (jja <. djojMJI jo^UI LjljLiil jjalgl jI^ua^ 
J^UI diiia u1j^9^9j9jj aaI ^9x9 J9^9J9joJI I Jul JjLujj JLujjI joLi t dJLjjJJ clLcLlus (j^jjJa ^ (jjj 

(J oxa^JI (jjajJL J"'<l I J^9J9jj J±E (jja oajLuxo ^Jl ^I"^j 9^0 ^iBlj J9^9J9jj 0*1^9 SIP jjIsj , TCPUDP 
fio ^LallL Lij^ j La^ ilU J9 ^ajlE^JI (jjjjJL p"" jl ■ <. ^yg-^ Ldil£j p" ■ (J UI LjLjLuJI jl jLilcl ^lc ilU J9 

" . (RTP(Real Time Protocol 



iSIP JjO£ dJ_U Ljl_j'9^J3 



jlu j^tsr>n <_nJJ o^gaJI 



:«dja&J <*-QpUI "■! *iq< II La j^ll (JjluJ <. J9^9J9jj 
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lIiLlLLo JLujjI (jlc ^jgjjJI Jjuqx t |0>i^jqJI Jjja£9 Q^jjJI (Jjloc 'iji ")^" Cj-° °J9^ > -°-"-h!9 -User Agent 

. jQ.^fl II JjLAC dxLc SIP 

(jja 2^193 (jlc ,j9i2>_i9 JjlaslII «j£ cuLUL ■ . ^"--<«n (jju ■^■■■q n jgj , i?l 1 : Proxy server 
Jjosj9 tLfijjpaj AjlSLi (Jaq 1^" «!"< SjLclg ojjx j« II ,-ililUII <uoj9jj jinifTi ^^""'J p ^ « Mq ^jgjjJI 

. IP ^jjgLtsJL Name Mapping fLo^l SLLLojo q.iv?-.») ^JbJI p .^?...«n ^1 jiLujJI 
(jl ,jj£ jjLo jAI URL JI9IC ^Jl .-iiiiun «u^9j ojLcI ^lc Ja»j di^nTII SjLcI joaiuo :Redirect Server 

. Jja^JI Jj)9-j ili^L^ (jii jQ.i-Mci II I jji aoiu <, . ilhll joaij 
:j nhiii II ^jju JLaj^l sLoLol "■IjU^ ^jiagj (^JLUI ihh-i o II 




Media Transport 



Alice SIP IP Phone 



BOB SIP IP Phone 



jlu j^tNrtll <_nJJ 6^9^11 
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General 
Header 




Accept- 
Encoding 



Accept- 
Language 




Contact 




Record-Route 



Timestamp 




Entity 
Header 



Content- 
Encoding 



Content- 
Length 



- Content-Type 



Request 
Header 



Contact 



Hide 



Authorization 



Max- 
Forwards 



Organization 




- Response-Key 



Subject 



User-Agent 



Response 
Header 




Retry-After 



Server 



Unsupported 




SIP 



SIPJiUj 

Sip J9^9jg>j jo. ^Tnij 

Loj£ JjLuJjJI (jJ3 (j ' i 

ojjLaJI cLobJI eLoLEI iliLlb 
(jjo (3>UI JjJIg ^jgjjJI (jjo 

jOoj cLuijgjj |j cuLiLaJI 

dJLujLujI "ilr jct-n « 4 

General Headers - 1 

Entity Headers - 2 

Request Headers - 3 

Response Headers - 4 

lHiLlU9jUI ^Igjl (jjs £gj J£ 
♦as il ... II 
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Iff>7nih9 ^yaLog l*^<" ^lc lajslLj (jl j^"j (jiJg cULLaJI tliLagl&oJLi JjoLS J^ni i cUdLi^I o^U"..!^ ^jj ajl^HJL 

:j,r\i'-\c\\] Jga^JI JMA (jjo 







.dxlj JjjjjjaJI . nj U II S iq*> viVi 


To 


.JjjjjjaJI (ji^miII cU^Oi JA^j 


From 


3nlKnll SonU .\.\^~ 


Subject 


llhll rt<lnlj (J .ill (jjj)JhJI 


Via 


•CWJ Ajl^9 JijSLa 


Call-Id 


."^Laill jxajUL Mjuq-o" a!oL£ dJLjjJI J9I3 Jjaj 


Content- Length 


"q Hin , S IL.ijII Irtvin.X"" ^"ll ,U'I..iqII ,Un'i 


Content-Type 




Expires 



: Jojq cLsjjjjj l-iLujLIoI Lfluxi aiiLi (jl 



Class 


Code 


Explanation 


Informational 


100 


Trying 


180 


Ringing 


Success 


200 


OK 


300 


Multiple choices 


Client-Error 


400 


Bad request 


404 


Not found 


Client-Error 


408 


Request timeout 


409 


Conflict 


420 


Bad extension 


411 


Length required 


Server-Error 


500 


Internal server error 


502 


Bad gateway 


504 


Gateway timeout 


Global Failure 


600 


Busy everywhere 


604 


Does not exist anywhere 



:^y&9 JjLuijJI (jjQ ^Igjl 6 [OijVig 

INVITE - 1 
OPTIONS - 2 
ACK- 3 
BYE -4 
REGISTER- 5 
CANCEL- 6 

jjJI J-iLdj 

tZiJj9 (jUI 1 ilhll dJLujj ■ '"'^ (jg^jg 
. ilUI 'A LdxJLujj |0*u "■ 1 ^ t 

ogxoJI Julio 9I ^Lu (jJI j ^"'"3 cdLujjl 
ijiijjLuiJI 2JL^ jjjj Leu 



Informational - 1 
Success - 2 
Client-Error - 3 
Client-Error - 4 
Server-Error - 5 
Global Failure - 6 
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FORTIFY IT AND FORGET IT- FOR TIDDOS 



0 



Fortinet o)aJ ^ a.^.^-^ 



Illl I Mil 



(j^Jg cLuiiu JLujjLi ^LaLjjjJI I Jul jO^AJ <■ "j" ^ n 
dJ^o^ag ARj .ojjl^^l i_o3l Jj lHjLLo (jJI (jiiJi J ^ ■"■ ■ 
|0--'l J;""--'" H jLfloJI ^jLc ^glh i JiaflJI ,jJI £bsjj 

5^21 ola j^Agent or Zombie 

duLlj dJLAijaJI 9I . II pi IVi II ^Jx |QQ^mll f AJ 

I a& JLijjI (jjo j^LlJI 10*19 liiAJi 9J . j^LaJI (jx 

BOtNet _J **<■"' II ojji (jflnM A II II .I^.VnC . 



HH HH AAA CCCC KK KK EEEE KKKK 

HH HH AA AA CC KK KK EE KK RR 

HHHHH AAAAA CC KKKK EEEE RRRR 

HH HH AA AA CC KK KK EE KK KK 

HH HH AA AA CCCC KK KK EEEE KK KK IH 

COPYRIGHT 1985., ACTIVISION INC. 



cui J^lniflll ijosu i - Firewalls 

tj^n.\k"..te\\ \ .Unn ^l«..ill l'i'i<«j JgjjLoJI jpl,< Vl ulL 

9^i> AUAJ9 (jjj^^ll ^1jQ9 J^aJL jOflJ II 
(jjjalUI "il i-v i"lj'i'..il ( j J Q |Ojlo9 joLl Uj^. j j'1'9 1 
Public web Jla ^IjjbjjLuiJI ,jkLSj SJIa { j^Jg 

oaa jl a^j servers and eCommerce servers 

tj 1 o,\\'u\ta II (jja (jja Siijjjjo ^ ^/ '"'0"J1"'** 

pi '^'■'■■■1 oj&o (jLo ^JlXJLg I"'--'" Lflujl_ij_i jOQni hi 

^jISj aS . Laiu ^a^j jJ Firewall Access List 



(jjQ AAJ j 1 i9 1 cKiuill ojiL^i^ 3_iLeo_ll J '"q" (jl 

<LiIaj gjo (JAaIII I ah jjax jjaljljg ^9^' <*-ajAll 
<-ajsu la 9I djL*9i^lsLll cKiuill pi '^'■'■■■Iq A^lgj 

A n. \ ~\" . ,t n I I I 1 -\q I q X" I I ,~m. \ n" InK r) L "i *ij" *l ^l I 

jOAqj (jl i"i 1 -s "iI«-n^I I (jlajJiUI jhl-Mf) ilijlj I o K 

LflJO 3<i.*iII jjLoLj i^jla (jil |OAQJ dtll I I^Q I j'i<" II 

1 11 llni^/1 jqIaaIuj^/ (jjLflj'iSiol I a^j cLjIIaj clLsl^j 
ijjo (jiflj ^Ul L-J9JL5LII9 ljIj^xJI jI^UIq Saja^JI 

jiaiilg jo^l (j-o TaaI9 JLLcdl Iaa (jiiolij aUaJ 

(JAJI9 DOS attack 9^9 31 2Lii9^AaJI 

<J>9jiLa 9JL Lq£ ji'K 1 jl^l ojQh-\ (JIajJ j9^j 0J9AJ 
Ial *«JLiJa ^ Aim;,,, . DDOS attack _j 

|pl,i Vi'nil-i cLuJXAlgja djLfijL^g «lLq (^^jAJIg |QQ^i^ll 

.FortiDDOS 

: DOS attack .tj.^n^n u • 

MA'iV ...l j^LaJI cuii (^59-lj (JaII pg^^H aUj 9^ 
(jjLjxjjidl (j ■ 11 <LlHj aIjU 1 rii II iZiLaA^ 

(jjQ (jl jqIaaIujI 9I I nil I J9^aJI ,j1c (jjJjLfl JJLC 

djLal cLoAiia <LdLo ^jLuia d^jjliJI AjllH*9 L&jLaA^ 
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SDD0S_.^L3iJI Iaaj Ju^ • 

(j^Jg 1^^"" gjaljjj cLjLl^ <£J>la (jx aU j joIj 




dl IHfl I An \k"..,n l^-NQ Iq'i<"i jj| j_£ ■ n.*i<ll Jjjj 

jojfcl a^I LLluxo (jVnjcVi... DDOS attack JuL^lgjaJ 

Jjjjjj La gj£g ojdl^l o ajL Jojq dUaaiiluioJI ^gjJaJI 

NBA «network behavior analysis» systems 

ihll aLloIjIII ^jiu La J£ jl lIIjaj jl !\n joflua 

Jasjq 9^ DOS attack jx gjlill ALoljillg ^xjAJI 
(jgl^j y Lcua^g Legal Laia^LlD aLoIjIJI JL^jl 
LuIaj AUAJ9 malicious attack requests ^lr. 

jx ojj's in I cLoLa oA^lg ojLujj ^jLqJI I'i 

differences» ^9 Zr>w\y\ 0 Aa jio jx AjasJI 
.«are in intent not in content 

lsijsuS] LaJMii (jja j^o 1 ^■■■q (jJI <L^L^j j^j AUaJ 

cKlitl JiLj u^LLJI ALloIjIJI jja 0 9nhll JasjoJI ^Jx 
(jii di9nh jjx SaLjjj q 1 i'i II (jiflj culc sLLjg 
cUgLuo aILLl ljjL^ Ijl Lo SJLi ^_Ja ALcljlJI IaiL 

Jl (JJ3 AJASjl (jjX sLLl . nj.^Tllg d^lulll (_Jx |QQ^lT>l I 

. d<iuill jjda Lljajxj ^111 settings 



FortiDDO 

illJ^Ja J nl<"n J< *i 1 <Klnlll jjLflliJ ZriA\\..tl\< 

DOS & DDOS ^La^a j* iuLaAJJ FortiDDOS 

,"il rk-\fc II ' I I'i j_fl ^ i X ^nnQ'i'n jjx dLlLo^, jigj Q^n 

QiT>fi signatures _j djgjjLo JJLSJI9 oaja^JI 

** c 

Llij^jg tj) 1 "' LaS lILloIjUI (^q'iSo Aaff\ i ^/ (jjjLuj^/I 

jlaij <ui La£ ,«focuses on intent not content» 
l^l cul i"i 1 ^ (jJLcl^I J<"" ilu^LJI ,jJI 

(jiiLog ojajuo dULaj ojio jIao ^lc dLuLj Jil LJLc 

layer 2,3,4 and 7 jja J^ 1 1^4 JasaJI I la 
(jgiLi i"i KLJI 5jjjLLq9 ^LlqIjjq jja oaoJI a Jul fL&Ijl 
^91 ihll Ja&jaJLj cLaLa ljLiLlj oacLq j^ aq jLai^JI 
Jl (JASLu Lo 9I aUj JJLLj La d<iuill aLIslqJI 

^jjLSjaJI threshold 



DOS attack jl ji£2l sk.^ii jU 9 ^^^ 9y A\ 
TCP port 80 for) Mia L&j ^>^o ports p ^"-<j 
jLojuu iiij^JI Iais ^gJi ji (jisj Laja (web servers 
j"j--'i Jg^gJI <>a ^jAJI HTTP traffic J£ 
ij I (jgAj Imolio'ilg j^LaJI cLqAjo J^--»j oj^aj (JAJI9 

•j^aj 4 Lie 




l''<" 



0°9 



J9JJL0JI J9J (jruM'i 

single Aua SjuLlal ^0 
joAcg DOS attack 

dj^l^jO (jlc dUjAO 

jja ^jjIaJI DDOS 

Zombies _ll Jj^II 

oAA jja jl ."i 1 "n 

legal packet pj-^^'i < ^gixi ^Ul oj^^l 

0^ JSLH^o-" J^ii ^jlcaII (jn-Nnll jl 'i Vini LaJLi ^Ul 

L^JAC ^j£> j^Jg i"l KLJI ^(j'i-NO ^ "'"'^1 A KnIO II 

S^iTiill ojaq La LojIj (JAJI9 l^lj-^g Ja&j39 

.Lh5lq Jjabilll ^ic 

Routsr access control list- 

jjgljJI jLo Jgjjlidl gja j ^jLuJI d£jjJaJI (j-*"* 1 * 
1— o_i jja ^1jQ9 <9^JI <J jja J9J1AJ cuL^jaL 
,^yL yjgljU djLuijujJI SniPS 9JI jl J19JJLQ j^-lg dsla 
joLoJI ^lc jjgljJI jL-^j jLo ALIAJ9 "'^l ■ II <aj-^9j 

J39-UJ ajlSLIJLj Layer 2,3,4 and 7 inspection j 

memory jja jy<" aIMjlLuI ogbl jja JLqj 

JjlLdj (jJLULg and processing capabilities 

. network throughput 

A^ll "iKj"n«ll jja ajasJI AlLioii JLi ^1 ^Jx 

antivirus pi ^"--i Jia pj-^^'i ja jc^ui Iaa jja 
gi jjg .-.nj... jlg^ IPS gl IDS 9I software 

,^0 dJLsi>9 I'aa 5uqLl Jgl^ Q'l^H » L&l^g jjgjjLA 
DDOS attack jx Uja^j 9J jU 9 a<.*.n jjuob 

jja (J^ jLo oajAvj ojLajoj ■ i<j"<« ^uaLjjj jx ^jLj 
joUajJI jLuLjI (Jxo I ji ■< ' jj djLiLuJI JqI^ II 



vju j^tsriii v_rdj 6^9^11 
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< £Lc l j<aai\ ^ji^ layer 3 1592*110 (J Lc 
Layer4 p' ^"-<i < ^jUg ii>l5u ^LomJlg packets 

(ijjLoll JLLaJJ Inihg iZjjgjJI joBj sUiLal ^ ACL 

TCP port 80 traffic port 80 2L£L^I HHaj 

Cq'i n <-i L joiik QtT\C> ill! j IjxLog cU II Unn 




Certain URLs 

Hosts 

Agents 

Referes 

Cookies 



IPS 4 FortiDDOS ^ • 

^ jiisu j±\ NBA system 9 I FortiDDOS 
Jaslq J9^/I jqLHjqJI p-'^j (j^Jg IPS u^iLuj^II 
ojdL^il (jja dirgill oA^ (jl ^Jl eUiLla^Lj iikcljill 
J9^9 (jlc attack I -'"<! (jii aaxsj ^ 

(jUI ajujLj^I ^"-^ii jlo ^JJjJg attack signature 

cLuajJLo JXC Lflul j^yL LljjX (jx cLoJoj^fl OiAA jjjQJ 

9J ips SJLi ^ Lo£ attack zero-day ^9.1^] 
cul ■ dJ (jiajjjj (jl ^1 ui 1 |oJ jj-u attack iJuLa 
ips database ^ signatures 2 

jo^ui djL^^j (jx ips _j j^LaJI 1 irMLi L jLi^l 

(jJI p"*"" 9I JXLUL09 Ujc.>\f> lILjloIjj J^Li. (jja 
j9jjqJL lIJjloIjIII I JuiJ ^lOni 19 ips ^ Vi 1 LlaIc flj^l 



(JjLSul'l II JjJjjQ • 

J ' s uil ' (AjJI aIc (j if .J j 1'1'Kjfi lULLl 

FortiDDOS 



initial learning period ^mL^I ^ikfll 2LLijja1 - 

\ -Jg"« II pi Ui II ,jx LliLagkci II £jq_^ dinjja ^yL 

oJlii j fi'i'..i"iQ dJLfiL^ cUijAJ ^jA2J3 cul (j'^j"" " Hg 



9*09 dL^y; (jjx (jmj rule £^9^ 
dja^a jl* t'J J jli UDP port 1434 

.sdajiiQ (jx jiolll {ji* * tZjjgjJI I Jua (jJI j 
pla FortiDDOS admin (jiajiug jii^l LjjbJI ^ 
9A9 jLiJI euaLal rule Jl (j- 1 "' 1 £^9-1 

lILsIjUI jl J9L1 jl cU^AJLO lLLloIjjJI Jaslo 

10 (JA&Ij ^l Jaj Tii 1 (jilg ujj9±JI IJuiJ 

(jl jlo Ail^g Mio o^algJl SLulUl packets 



firewall & FortiDDOS 

^yi&j 5^9] SLuKol Jlia FortiDDOS pi . 
Layer 3,4 and 7 J1j (j^liJI ^LldIjUI ^ rules 

0J9jjLqJI JbJI 9A Lo£ 



^l^i p<^-;ii Lnj^Li. (jja (jlAj -Layer3 ACL 

d^iTi'ill (jJIg (jja (j iffilVi^fl (jii i"i i'nLJI (jja aIxSLq 

: {J ic iJAi j Jo'iTii 19 



Specific protocols 
Fragmented packets 
Specific source address 
Specific countrie 



fortiDDOS JJlweb server ajla ,^0 «.*y>« 
(jSL glog ICMP and TCP ^^f-" 

,jj^9^9J9jjJ| 
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(Land attack) 

• End of packet (EOP) before 20 bytes of IPV4 
Data 

• Total length less than 20 bytes 

• EOP comes before the length specified by 
Total length 

• End of Header before the data offset (while 
parsing options) 

• Length field in LSRR/SSRR option is other 
than (3+(n*4)) where n takes value 
greater than or equal to 1 

• Pointer in LSRR/SSRR is other than (n*4) 
where n takes value greater than or 

equal to1 

• For IP Options length less than 3 



ijjajjLi joAC (jjQ a^LUI . \-\ 19 jogj 14-2 (j-o cLL^jjqJI 
(^j^l cULijJa ^yajua joLL^UI 09^1 0' °9J^ 

illialjUl |0^9 d9l lh (jic jL&^JI i-0>Slj OjiiJI OAiL 

. detection mode jg^j ^dJAjg ggjiJI gl J^IaJI 
Continuous learning ^qIuiaJI ^ilvfll 2LL*>fl - 2 
Prevention mode SjLioj j±isu Jitig 5juliJI 

J£ (J Ic JijjjIILj Iaj9 jLioJI (JaJ <Li9jJI t2iLo2£l 
jLaJI iiLoljUl (jL$ (jl La AjA^j <u\£jah$ JLiiAJI LLaii 
,Mq <.•;■! I jjlu3 |ol <J J?nh (jj^Sjo >"i 09 (jii cKinill JMii 
1 Till I ojjoluia9 <LqLj <LiLa-A (jjcuiaj I'll.'t 19 

. (jjaj^l JiiAU ^cb O9JJ9 «7/24» 



Layer 4 header anomalies 

• Invalid TCP/UDP/ICMP checksum 

• Invalid TCP flag combination 

• Urgent flag is set then the urgent pointer 
must be non-zero 

• SYN or FIN or RST is set for fragmented 
packets 

• Data offset is less than 5 for a TCP packet 

• End of packet is detected before the 20 
bytes of TCP header 

• EOP before the data offset indicated data 
offset 

• Length field in Window scale option other 
than 3 in a TCP packet 

• Missing UDP payload 

• Missing ICMP payload 



Layer 7 header anomalies 
Undefined opcode in HTTP header 
Unknown opcode in HTTP header 
Invalid HTTP version 



SL^I IjLq 

94a ljjJLj^I ola azJ security system floid 

_j l_lcMUI iji&aj "'J^ 1 ; 11 ^snhll Jljidl (jx £9>^JI 

network Lo standards of protocols 
Jia (jlr J>js2Aj FortiDDOS acLuj. anomaly 
layer ^gTnio ,jlc 1J19JL0JI ijx J9A1UI j-o ^9-Ul Iua 

t^U* J£J3,4,and7 

* Header anomaly 

* state anomaly 

* rate anomaly 



header anomaly- 



Layer 3 header anomalies 

• IP Version other than 4 or 6 

• Header length less than 5 words 

• Incorrect header checksum 

• Source or Destination address equal to 
Local Host (loopback address spoofing) 

• Source address is equal to Destination 
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2-TCP state anomaly 

TCP connection J 2 ^jjlSLj <jl gla gi p'"-"" < SLaL-JI TCP window gjlii ^jjlSL gia 

ij-'"'' TCP connections OgxLo <jjpj (jlc SjaHJI ajjJ FortiDDOS jl j^aJLj .JaoJL ^9^9* 

. stateful firewall 9^ aha. II ooj& ^ i'.^.^~jt<Vi j<i j^<" Lajicg .<u SLaliJI ajJIIaJI Sj^IUI ^lc ^9]! 

3-Rate anomaly 

.die rri, ^"19 La£ fortiDDOS eulc j^jj ^ aJI ^nilnt^fl Jia^JI 9A9 

Lflisjua^. iiiMjJ9fl 3 21 aio a^9J 2 9410 jLw*2i Aja^ jjIsj giioJi Ioa jl ^ fortiDDOS family* 

.AjgLoLo 'iKctI 1 (j^9 JjclsJI «uJI (j J> ^^j "■*■■" 


















1 In 
■ | ■ 


;"; : """ :rl 1 




- 1 















2 LAN Interfaces (Copper/SFP), 2 WAN Interfaces (Copper/SFP) Total Network Interfaces 
1X1 TB HDD Total Storage Capacity 
1 Gbps Throughput 



2- FortiDDOS 200A 

4 LAN Interfaces (Copper/SFP), 4 WAN Interfaces (Copper/SFP) Total Network Interfaces 
2TB (1TB HDD x2) Total Storage Capacity 
2 Gbps Throughput 




6 LAN Interfaces (Copper/SFP), 6 WAN Interfaces (Copper/SFP) Total Network Interfaces 
2TB (2 x 1TB HDD) Total Storage Capacity 
3 Gbps Throughput 



vJJJ js^nU v_nJJ r»-vQ<r>ll 
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a iLq^JI ubLzuii 

SSL Certificate 



gjLi. ^>o Exchange Server pi.tVf-.i q.^"-^ 

j£ j Lie ^clgjaJ l' 1 ^"-^" aIc culLi • 

,^0 HttpS —J Ialj JsuljJI ^ll^I <ul J^Mj9 jjo^I Jaii 

Jjjl jolcl 5JLJI cia 



ssl 



• |& httpsij/en-gb.facebook.cor.,/ [+*] 


X | | Google 




^Certificate Error: Navigation Blocked 




ge • (Qj Tools 








There is a problem with this website's security certificate 







The security cer--i-]cete p"ese'ted by :l"is , rebsits .'.as ssl e,:i "c ■ a ei-e - e": ',-e!:: iie's address 

ay indicate an attempt to fool you or intercept any data you send to the 



Security certificate probl 
server, 

Wc recommend that you close this tvebpage and do not continue to this website. 

4? Click here to close this webpage. 

@ Continue to this website [not recommended], 

(?) More information 

• If you arnved at this page by clicking a link, check the website address in the address bar to be sure 
that it is the address you were expecting. 

• When going to a website with an address sue as h"ps:y/e:.a~ ple.ee ■ -y. aedhg :-e .'. ' .c ye 
address, https://wwiv.example.com. 

• If you choose to ignore this error and continue, do not enter" private information into the website. 



For n 



• information see "Certificate Errors" in Internet Explorer Help. 



Internet 



tZj^/c^gjjj gjun-^ £a SSL Jl |Q • 

(jl P0P3 , IMAP : IacLo Exchange Server 

: fi^'i ^5>oJl9 SSL pl^l 

L&jL jjuaZi : self-signed SSL certificate - 1 

(Jj^l ojjUQ LiLjcj tJ^-N n g| OJjil ijl gli^J 9 djJI 

•culq Outlook Anywhere ij-;^ - 

.<2_LqI 1 - 




ssl certificate flAil Sjg^ ^ 

<LiLqjJI ojLi^uj ^g jJojl t-o^juj jjlkJI I jj2> (j^Jg 
. LJojI L&ljjo 0AJL0JIL39 SSl -J ^ I I 




2u3A-i ijx i a i n-s II joj liujs. diLLd lj^ULo (^Jl MjlLo arII 
JjLoaiJJ jllsh (jjo J9U09JI (jj09J ^XJIg RPC Jl 

:aJLUI 

ExchangeD, ActiveSyncD, Outlook Web App 
Outlook Anywheren, Web Services 

LaJa-tj9 cuLcuJI £il<**« f I " ■ '■ I ^ ifn< j| (j-^Jg 

j9^jq 09^; (j^-ll 9^9 Exchange Server 

.licgjiagjo 

^llb Exchange Server LLuJ jg^j Loajx 

(J i> ihno dul (jl .3 M^l.t II oLoaiJI (jjo jn? i (JaJI ( 
(jjo J9^9JI (j-09-ji Llj^ j jqj (jUI LjLojiJLig v 5^jaiJI 
,'iSjAdL u^LkJI JjjjJI pi '^"■■■'X aiaj 

; ojLiLjllJI f I ■'■■*■! (jj3 ^9 1 ■ n t/fN II 
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£j MfcdSfllt Exchange 

g i^j r*ocscft Euttangs O n f\ m *S9\ (* 

terser CvfigwAn 



~ Hirrvfr CiHilinurrtlicin 



Franco dicrt Accws Rale 

■Main),'«"aj.um33.K«j'i«- - 



RPC : Mlo o^jp (jjJI ojLlAJI jOujI Ji^Aj - 2 

Networkset exchange 

(j ic l^'i'nl l/Tvh On" jQjj uQgui LiaSLjg (_JLUI jQJ - 3 

: doJlill "<\n.\\ II 

Outlook Web App , ActiveSync , Exchange 
Web Services , Outlook Anywhere 

L&ijj^j (jL^jQ9 (.Ajlqj^9 cLuLJugj lHjLqqI^o ^y^9 2L£jjUI 
J Mil (jja ojLAjIlII fLiijj (jjQ LLu^Ijl aii (jg^j (j^/l - 5 

.Exchange 

: (jjo SjLljUI J Lai - 6 

Exchange Management Console ®= Server 
Configuration ®= (RightClick) ®= Complete 
Pending Request 



EE 



i g»] ii 



■SE 



wi fjdid. , Conpfcta Fci-*p] FwiMetf . . . 



1— 



... WW, WPj SMTP 



.( jjqiiq'sII £0 JjoLsUI JKo I 

Ifflilr ^Ihjg : public-key infrastructure - 2 

J| |Oui£ jOQ"j (jl (^9 ) joLsJI ^LliuJl( PKI IjLaiil 

a<j.'.ill i dUziLi. ojLlLjll dxLLtaj ^i<jwi II ■ ^oliJI IT 

cuLo-xJI ojLJ l_jL ijjQ9 1JJLC9UI l-jL (jj3 c^o <r> 1 iin'i i 
: XqU^ II (J^LiIlo (jja ^>£Jg 

J*v..ill jn^/l ■ I'.t^ SiC.^ 3 Jaoll 

(J 1C 3 KitlCI II (Jjiflj ' ^q" cLll^'l IL9 - 

.jQiTuiin'l I ojLLjUI ■"■ ' ■"**■ (j-LQ 



,jj3 S^La. ojliLjii tljjii ^yag : Trusted CA - 3 

giilgiQjl (jjQ AJA&JI A219J 9 ^99^9^9 cU uQjISLQ fUi^O 

. : GoDaddy- DigicertLolo Sjo^iUI Od^J |09AJ (jUI 

•^i n U II <->.'< ^ j - 

j/t\, I l^v'il 1 - 
. L jLoI ji^l - 

Jl (jjQ LaxLc Jj^ijiUlg oLiiloJI ■**'! II SjIjI joIj - 

.IIS 

Exchange Server 201 0 ^ SjLlAJI SxLLa ajlojl^ - 

t^JUJI (jjuagAll LljaJ JLuaJI Jjluj ^lc 

Networkset.net 
: ,<u Exchange Server 2010 Jii^j - 1 
Exchange Management Console ®= Server 



Configuration «° (RightClick) 
Exchange Certificate 



New 



vJJJ jrtsr\\\ v_nJJ r»-vQ<Dll 
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jLl^i |0-u , nlo I l<*j i. o^U~..<'i X.\l<*..ill 4 Liuj axc 
Trust (jii l/^c'-^QQ Lfljjjjj |oliJ (jL jQjiu 



Root Certification 



C ertifi c ate Import Wizard 



Select Certificate Store 
Select the certificate store you want to use. 



s are kept. 











■■■{3 Enterprise Trust 






j Intermediate Certification Authorities 






-Q Trusted Publishers 






...IS 1 Intrusted rWtifirratec 




1 


1 "' 1 * 





|~H Show physical stores 



r 



or you can specify a location for 
I on the type of certificate 



Learn more about certificate stores 



aic L±jI£1j *ij."-.^i IPhone, Android , symbian 
jL^JI ^ ».iu*,ii jjjij .-^ Windows Phone 



OK jOJ i-oLo (jL^fl 7 
LuaJ (jUI LjLoaiJLi ojLsuoJI oajS Jajj ajjj 8 

Exchange Certificates | 



IWrnr • I Si gned" 

^Microsoft Exchange True 




Afsign S«rv<« w CertfMt*., 
R en e w Cxe han flc Cer t ifi es 

Remove 



Open 



Help 



tjijjUijJI jLlil - 9 



Assign Semcss to Certrfrcole 



Li AsJifJnS-HYEK 



Thi mm J * lielp yeu to assign -appcwitae ssivkk io !f» m H)HM« v^icJ-i 

i t -■ 14 I ....... II.. :k- 

Setect lavmS Ihrf cl*ecry hiwe lha cwClcd*? 



ta - 1 Hsk 




| EK9I0 Hl*Tror«[«t. C^rliist 





Caned j 



Complete La^ajg Next -10 



."lin.sk II ■ do^alii ojL^jIi LuaJ >'-^l <LlbJI 

^^j^joJI j^iuJl J^l ^ Exchange jq^qqII 
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WIRELESS CUSTOMER 
QUESTIONNAIRE 



2 * C9J 1 kli-ll d&J QJ 9 a 1 1 c a d 1 Cg 1 AJJJ Lcuj g 

. VOIP^jJgJI 

j 9 I AA I JLlLJ (jl jt^.Xn lIuLo lIU aJ 9 

9 LLl cux |0 !<"*■■■' La Ia<l 9 «d 3Klm^, ^ ^ ■ ■'■ ■ J^^q" 
jjx 3KlmMJI "il< 1 ■'■■II j^ii JjuoxII "■! 1 1 UV<-i ajA^j gA 

J^I>o ja^I ^9 Customer Questionnaire cdlguj 
Pre-Site Survey a.<i...Nii ,-..<.. .u.u^~ Ja£ to 

."iKi.mII ,U^U^~. g|T\'|Q Jj-^n AaI (jjO tj-i. jjIsjj 9 

glol a£jLQ^ 9^ 9 CCNP Wireless ^JIjj^ s.<i...mii 

.L jagjox 3KlmM.ll ."■!<■ ^0 gffs'.o 

9 JjjCL&IJ dLLLuJ^II ^ ■ ^ q" cLbQJ&l (jlc Lull . njO~*i..i g 




■ ■ *■ g ili^flaa j lax I 9 AAAjj 



rn:^! 111 1 iii 111 mi 1 11 1 1 in 11 





, "il < 1 .v. II l*\l«^"~i (j| o^lVT...". (j U| jjl'm ih'ill 1 "^■^q" 
gjo lff\h ij 9 3i<luiMJI 3<iuil) Sjajlgja £<> 3 KluiMJI 

. JjLA&ll 3jJbJI ^ < 1 ■'■ 1 1 1 

Loujq jALtxu ^Ul '<xfi\-\ II 9I (j^^ni II ilJJj gm JjlajjJI 9 
Aji^q Llxo ed JLax^fl oaiL 9 oAAaja ^/Laxl AoiLI ^/Lo 

I ^*1J U\ *l jg^J ■ * ^ jtVl MlTv^Q I l l . * I I ^ J U\ *l 

JaLaj lIILLl (jg^j ao 9 (jl" " jg^j ao 9 jLlollLo 

ihln'i lIILuL ijjjjJ 9 JjosJI Iau La L ajIj 9 ^LqjI 9 uaM^ 

' ** ***< . . ' 

diluj^l aa&j g jlg^JL I I Am 9 LoMbl JiMii 



cdL^jl t j -n n k (.cuJI Silui^ll d i-nj" jjX (Jxasdl "il 1 lUTrt 

jl aj^Lo aiiAJI Jox lIL JallaJI ^DL ^JjLp.1 9 

■ O-L^ 9 (jjl 9 AJJJ I jLo uQJAJ 

3jL^JI jgi) iLajju d^iTiill JjiJLj '1"!^" 3JL^ ^ 9 

3 l^lnl^f ."iKi.^i AJAQJ dj^2Haj liLj |Ja52j ^Ul 
OAQ^QO LAA^IuJ (JjUQJLlI "il ■ I t^'i'fi jLo 
£AlU 3acL^ UX Q 3 1 1 lif->n"l I llTi'l^s I q ."iln.^Un II 

lIiLqaxII euLoualgjo ^ AAjij ihnn QiT>n 3^xiliJI Jjax 
j^Lo^/l 9 L^A^Iglj l_lcjj ^Ul oji^^^l 9 Llajjj ^Ul 
J-ox lIiLJI AjAaJj g-o 3XuiiJI Lajlc JjULj |OQ"""' ^Ul 
tiljlj 9 3jjIj^/I (Liii^ll (jjQ Lajjlc 9 3JLuaJI 9 J^q *«"ll 
gjjgj 3acllS 9 ^^'"'11 djL^gJgjgb AJAaj lIljI illl 
9 oj^-^^l ^Igjl jaaj (_ya ilijl Jj .oji^^^l (_ r Lc jlgj^/l 
JjqjlII «aj jj^jq-j <uLo aJJaJ 9 LlJ Sjui^loJI 4_jL^jj1iJI 
3jjjJL«J (JjlaSlII gjQ iXJjIjIgxi 9 tdjLuiia . n'K'i jl aj^I 

cuLlLLxLo 



SiLuti JjO&J OAAAjQ "il 1 1 IVi'n 3^JjIi 9I dj^liijgja J^l" 
LLiSjUl I'lnClU'l'.,! I "ll ■ I l^'l'fl II OAdi I i'-^ 0 ' S i<l..»^f 

Sf • * ***** • ♦» 

I /T\ nj c" 1 , 1 g l^\*iQ njC 1 ^| . \ ri li^v*V\c i g liTv'iQ ojO 1 g l/^v'i r 
."1IC1 ."i I I ^JC ^Jj , ^1 II r <*■ 1 1. \ I *|Oi^J ^l"«"iftl*i n j 1 r 

aIc Jjua-sJI jJaj 3x^9 jjlsIj 3Klni^UI 9I 3jl11ujMJI 
3,"jl5l1jjj gjjLuia Aojj 9 p fi.^v'i ..i ^jj| 3uL^JJ clLIioLlo 

I J-^nl |Q ' ■ lIuI dJtlflJ 9 (jjJLO jO' AJJJ Lo_ljil 



vJJJ jrtsr\\\ v_nJJ O-nQ'oII 



26 



Q NetworkSet 



Issue 32 - January /2013 



JJLC9J (jj3 AU a |ojHujj La 9 SWAN yxc L&jjIjI ijxjg 
VPN MPLS 9 I DSL Jia WAN ilaAA t LiL.I 9 I 

9I Frame relay 9I 
Metro Asuyui Ljjjijl ^ < ■ - « jjx ^BI^aJI ojin JrujJ 

Ethernet 

e 

C 0 " 



-UK- 



^ ...... / 




^LaJI g ^Igjdl SjlS J^ 2 S.O...NII -.!<..•?. II 
(jii aaL S<i.*ill p^"-^" jli> AUaJ 9 ^£9^1 ^ 
AUaJ 9 LL&JJ9J 9 I^K 9 (jjLuaJI AAC L'joLoj jLLuxa II 
^ihi)fl ^£90 J^ (jjlxoJ (^1 i.nn'i .UU^ a ^Loj lIuLo 
1 ojl^ 9 ADj^i^l (jjU jLrj^/I culc 

oji^^l ^1 gli^iui Jja 9 SjujA^JI AflLkJI 

•oluu aUa£ outdoor 2uaiIa J indoor '<Ld±\ j aujqj 



^111 ajj^jjIII 4Z1I9I2JI 9 LlIojq 9 Li!>LkJ1 ja£ ajaaj 



9 



9 (J 1 n.\ a 1 ..mil JJX jO^ 




.1 . .i'C ^I rt j/^v\ l . v \ r . \ i. \ *\" . * I i.\tni..i JI q I I |j 

^111 VLAN jac jjaAj 9 Laxjjgj cii>Li£ 9 "■*■ ■ 
VLAN JS 



(jUI VLAN AAC AjAAJ 

VLAN JS 

'*J"J1"' p 1 '^"■■ <| ^jlILoIaI (jJI Ia& Alj9&jLuj aUa£ 

Active ^jdjjluij LaKjj jjq z><\..'y ^9 oj^^i 9I £9J 9 

. Directory 



Jjla&JI ilt^'i'fi (jjl Jq.^qI I d 1 11119 J9L0 j jl 

Customer questionnaire aiLu^l 



S JjLOjdL JLaj^/I dl 11119 ( ^y& Lq 




a nliilQO jL£ (I9UJ JjLASjJI (jj3 cLLjLJ ^LlAJ Jl^ui Jgl 

(jj I4I llAj (jUI dJLyiaJI (jx 9A (j^-s 9I ojjllS 9I oj 
9 ."-lUU^^ g l1iLl£j9 (jjQ S'si Tii II JLoxL ^IslLj La \ft\ 1 

^LlaI 9I ^/I^jjj cUjq L-L^la,l l«K cul (jiajaJI jjlc (jjaii 
(jl gjL^lmj «Luiil illll^i) ^Lal^l aqjli (jl Max Alia 

. Jjju^I jjx 9I JuLlJLi [aaaIj 

S 1 1 < liT>h ij jo'iini ^Lll gilgjoJI Jac jo^ 




ojxsutz I d^uii Jjax Alc L jJLc Jl j..< II Iaa jQ< » 
Iaa jLo dLojlla jjx JaslII " I " ■ ■ * I a£ 9J Aljl lIlla 
cLLoilujI (JaJI dLojllaJI ■ alls ^ clLjIaI jQ^"--' JI9U1JI 

<i " K'i II l_JIx cULO JAaLluJ JI911I II lAA dLjLil 9 JiO (jjO 
^Ul OjAA^II JAC {J7 Lc JjOaIuJ (^111 9 d < I /Jl 1 1 djUJI 

.(j£Lfl^!l OAA (jil 

LjJojj |o1luj JiS £&l9aJI .h ij clpi ih aUj aaajluj AUaS 

♦ i I I ♦♦•^ ** **** 



Olu j^dJI ..rdj OA922JI 
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^.<I...MII .-.!<.. ». II -.l-.l. . ,jJI gliaj (jJ ^Lol 

L-LfljLia 9J ■ t ll«'* j Lia> 9 <LqLc <Lq a£i jL£-o gl jLLxo 
Jio j i n ,7n II 9 ^jjualUI jjal ^ L jajLi U9^! 0' J^a-S-" 

.ojLox 3 i^lni^f 2 ^ 1 r» 1 Jjax 9I 



S LJU AjQjLqJI d^lnlll ^yfc Lq 



0 
^ 










Mi 




Ufa 






Switch Router 



<K 1 Tii II cLalA tiiLUola Lad di<lniMJl g<..i^..i 

(jjjLujI (jlc cLL^luJ^! ."iKi.Ti Lftj Lfi (^JJoj J^"""' (jl J-J 



j^j |j.i..i<^l Lq| I ^<l..i^f LljJI j 1 1 Vinia II £9^ (jl 
9 cLjIjIacI ' 1 UTP L j-SLLjj ( J-^" o ^uxc 
a l.rn o JjImm iqiiiII oa<L 9 POE jjx dju^fli^JI SJiLkJI 

9 UTP 9I >Ljli> l!jM_iL£ J-LC (jj^JJ3 (jIlLj9u1J LjLLftA 

UTP 9I >ljLo L 1 ^ I iii Jifi'io (jj^jjaJI ^j'ii'i 19 hi II IajL 
oac (39 1 1 i^aJI 9 jlgjVXIl jL&^ (jii £jj9j tL^lcu 

■ ii"ij'i'll (j.in'i 1 ^i<i "ill 1 J./i~« IiTi'i Q ^jj9J "iK'i'n 

.lAA 

j J.^Vn ojjlc JjLLqJI 9I iHiljjlic 9 JJ9J1K II Iaj£ 9 
[O^in p<^"j jaJI 9 WCS jjdjjluij WAN jjx V\ < I ni 

■Ls? m ^ 

Jjajjj 9 POE ill Liu jj"' Llj d^jjii ,jJI gli^j lIuLo j jl 
iliLajl9J3 9 jxjLo u1iM-jL£ 9 lIujIjI Ki^ II LlIqI lIiLcjjjjj 
.L JLa "<l 1 It^Vfi II o Jul Llj ^ < ; ii ■ a^j jl ■ -lsllqj 9 LlJ 

|OAOJ ^| d^li'i'lll ola JjOJU 1 £ I -'-^J C |QJA£j aIc d.Sfftl 9 
^ .\n" ^Jj .Unn j ^Q j" 1 ^ 9 19 1 ■ 1 • ■ i^ l 1 fiQ*i i ^V\j r 

9 '"'*■*■" JQ 11 ' 9 (j-jUS 9 (jxi d's 1 /ii II cl^LLij La 

.<iii<liiiMJI 3<ii"iill oj^i^l iJiLsLial j9^juij (jjJI 9 Lajjlc 
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j 1 fl.^'i'iiia II gjuei^ (jJI ^< I ..iN 11 ^i<i.'.iii ojLiil (Ji^j (jJ 

(jjLSLO lIiULu (_Laj JAAAJ 3 ^ I i'i I JjQX AlSLa 09HJI (J-'"*' J 

9 dcjjjjJI ola (jjQ (jQ * ■■' S<i.?ill ,jjQ (jjLLj^EJI jLo 

OjLil^ll J.liAfl (jX lJAJJIjI "ty'nk II dXjjjjJI I A±j 

9I LjLjLuJI J£U ^Ivnll JaSjcJLj ^"■■■j Lo 9^ 9 

5^9 (jJl gll^luj .iijLo ^JJ U 9 throughput a,,<i...Nii 

(jjQ i_lj£JL ■"■*■ I9-I (j.«..i<l 9I j^jIgiL OjLuJ^il iilJ jAiZXO 

'H''< 9 ojLii^V (jjo ojLqIuj^LI LLslII a^^'uW ililj 5jHjJI 
JIa (jJLc lIIiLiLlj (_Laj Jasjo 9 j I ■■■V jLlslo jqIa^IujI 
600 ijJI ^LiUJI jA5Lo ,>aj jUI 802.1 1n 

Mbps 



OjLil^/l (_LojJ LjljJ^jO 9I lIiLuI^ |<)lAil 



LiJj9iij as ■ t ll.\< 
jluj 9 asljI (j^Lol <jJI 



(jLo ^19^11 ^9J (jKjoJI Jiill AA21 

omnidirectional ^Ig^ ^Jl gli^iuj £iy> gi j^jIj jL$ 



9I cLojJa ^jL$ (jl 9 lIiLlLlj^I gjuci^ ojLii^/l ^j)9-lI 

9 high directional iiiLpl^ ^1 ^Ll^luj ^g^Ja 



S a I.Xnn II (jjujliJI injjia Lo 




WEP _j o j n 1*1 1 o 9 1 dLi 9X0/3 3 *s 1 n 1 (jju (jjuaLUI ^gljij 
ijJUaj (jjuoLUL cU^Li iZiIjjdjjjjj jqIa^Iu. 

■ 



^ WPA,o5 
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^9>S cLoLuaL «Llqjj ilVnn gHaXuj o^a^/I (jl jol So^iaI ^inini ^togjoJI 

f S.<I...N 

** „ * ♦ ** . „ 

^oji3i^^!l ojj£ (J J> o^Q-^Qfl II dKliiiMJI jjuLslqJI pi*-'""' 



.VOIP tKiuill jjx ili^aJI ^Loaa jOCJ iMI.'K 9 ^PDA ojd^J J Mi. (j-o JLoj^II |OCJ aj^j Jj£ cLki-il 




^jJx j 1 ..i. \*i^v I I ^ i.tn *i 1 ..i. \*i^v I I ,**il l/"v l/"v ^ ri I I 

|J9^JLuJ 2^<l..iN H "iKi.'MI ^ g p^rlj'il i_Q^LL^| 

^ a : <i...Mii ai^MJ ^Jjjij^l L^jMa ^^"ii 
<a<\ 1 ui II i_l£Ijj 9 j (jUI iliUajajj II ^17 Vi ui 
WCS 3 <..»... £aLj>j 9 AirMagnet Survey Jio 

U.i..<<^|l ,j_£Lol (jLuJ gjlggi 1 1 3 1 "I ui "ilUU^n 
• (Jj-^l doAilajj 9 dUlol (^Ialj£^| 9 "■' ■ 



(j^j |oJ (jl ililhh-Mcill OiL& (JaaJ jhTno (jQ^iui 9 
aILLl 9 cL^ELLoJI (jlc J^Vi Lojj Jj 0 '3^ j" 
A^xiiJI >j^jluj (jjJI ^joLjjjll AJjLuiil jl 21 Lajjlc 9 jL^9J9^|I 9 MS Visio Jia Iaa ^ ■H.tri..." ^Ll^jo^j 
.(jjiil (jJI ljLoLqJI ^19-jl (J-iq^ i 1 jQ9^J 9I 5^aLk ljIaIaLoI £jo clLoLsU jOujjJI iliLa-oj-j jqIa^IujI cui> ^cljluj 

J^Ijlu Airmagnet o|i Lljjlc 9 PNG JPG JPEG GIF CAD fgJu ^LiLo £a WCS J^Ulu LaiL Sliai 

.LajjLC 9 BMP DIP DWG DXF EMF VSD p 



lLLlLc Jfoullnl OihiU duLil <U/0 ^ j ^ ■ JI9XJ (Jifl lLLjjUqjIi 9 lIuI 9 Siluial (^fo'l'l'l |OJ (j^J cULtLoJI i"llTi'l *)l 

. A<\ oAiL (jX L iiaj jl^l JjLASjJI Jjl^dLui 9 tKl ul II JjQX <ji) Jl'Kll 
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~2013,obd 



,oLc J9I* 
jjx ^'■'■^j cLLilo joLiL 2013 

aj21£aj jjL^iiiJI TechRePublic £09* ,jjo IT Jl ,oJLaj JLaliJI 

ojLii^fl >-l^9 Lufi j-09 ^oLc J^- 1 1 IT Jl Jbua ^ euL^jialg 
cLiLuJI {J Lc (^cMlal (jja 9I (J li'jLiua jja ^jL jqJ l-ljujUI Iaa (jl 
o (jja I'.Vnq ■ jl lILI lUlLq 9J . ijo"..i" jjig (j-JJaJI giilgJJ tLJjajdl 
(jjjja 9J10 j ■*■■■' oac JjJi (jjjJjJI jcJLsJI (jjl Ji«aj jJ jbhuj H 
£^Lill jLoj^l jl (jjliiicLj (jSJ */• 100 cuzsJLi. aju>c ^jUj (jlc 
cuiu iJi^ui HjftLiJI yjuaUl ^ (_Ji j^i>J9 J II ■ j^qj (jjjlg 

"■I II OiIA A^l sUajljJ9 cL&jLLo (jic (j^J^J i_Q^uJ^ i_LUjUI 

tliljIiTiui (Lflulc -,o\U\ (j i|| tl/N.^ll) Lula L'lla&j »lci (jlll 
IajI jl Jj-09 (jjj Jagoii Lo£ jqIjI^^II cLLc ^ 
L a^ljIa j9^J jJ JLojoJI jl (jJI ojLli^l L jib xl^/Ml ji£| 
(jic I aLolcl SloL^g oaja^. djLylaj LcLaja J-j 
J£ jja l^on^l (J UI iHiLagliLa II 

A. t l ^."l 




L&joJ .-il.tli^v..! II joliaj (jjO J9^J Lljlaj ."ing..<gj< il « 

j^/Lo (^yajjjJI joLLalll) joUaj (jlc Jjalgj i2iLljg 

Associate, 

js^uiii S9LII9 jjosJL cuji LjAai 9J9 Expert, Master 




JLoaJI 

"l"^"--'l JMii jja 201 3 joLsd tilol.ii&i £^9-1 
Jjp9 LiHojJLo (jQ'iiiiio (jja (j-'-o-u ^Ul "'1 4 La mil (j'-^ c * 
(jlc ■'IIj.^'k (j^ji (jja j ni"\ "19 cLual&JI lILjIjao jja 
L jj^j (jgjAijlAJIg i—iMlaJI <c^l9-iLo o^Laii ^tusulag {j^J& 
oajloaJI SjlajUI "'I jL^loJI p^lQ JJail jLliil ^0 I jju^ 
^glflj ^jJ JlLoJI llffi A5U 2013 ,qLslI L9IWII 
dLiLujJJ (jjjLiLLoJ^ flj'*> Hg j iV^I ■ lln ^^.^'s II < 

2013 ,oUJ 

: ,-il.tl^.^ill ( jju AJ9J9I (jl ^h? 1^/9 



I Learning 




~1 



lLas (jUI "iIjqUV II Jgji ^oljl^l JLiLo (^J jg^j 

,"inj..<Qj< il « joJLc 



MCSA 

(Microsoft Certified Solutions Associate) 

MCSA I>Ej .Iijig (jJgb/l dlffigil ^Jla "..jc"...! 
IAa (jii ojLLjIlJI ojji |OujI Ljljii dJo^J J9I dnin^i II S 
r'injjLj jl La (j£J tllLLa ^ ■ ■ ■ " '■ ^ ri In JLqaJI 
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,"inj..<Qj< il « 



,jx ojLx (jLS jxib/Lo 9^jjjjllj joUaj (jja I'ajloSj jl£l (jgij t-Q^xij "inQ..iQj< jl f< I Si. .ii II i Associate Jl 
J-^^" I "il'iK"«l Sax (jJI gLLij tii^ij ."iriQuig^jLa gjo (j-£J (^Jg^l dLLijjaJI (J lc Jqi^~\ 1 1 (joL£ A^lg (jLilol 

: (jffig ^'jlxl ^pjjaii ilJLiiL oaja^JI MCSA Jl SjLlAJ iLsutaLiuii <jajj ^Jx 



MCSA: 

Windows Server 
2012 



MCSA: 

Windows Server 
2008 



MCSA: 
Windows ( 



MCSA: 
Windows 7 



SQL Server 2012 



jL^ial ^Jia gli^j MCSA 2008 Or 201 2 Jl JliaJI Jaiu (jr l»i> ^LiLiia^l ^ ^jiSLo jac Allia SjLai^i 
Win 7 or 8 ojL&jIj Laiu MCSE Jl ^Jx Jq.^II J^^o j9^j Jjg^ l&Asug L&Jx Jq.^-nII iiil jLiuii ^Mj 



MCSE 

Private Cloud 



Allia MCSE JJ tJlLoJI Ia<l (jii L2*J lisLo oA^lgla Microsoft Certified Solutions Expert gl MCSE Jl 

: cLdlDI ojq^IL cL^agja ^y^g MCSA Jl ,^0 LaLLilj ^Ul "ilil I jIaIqI ^Ulg SLallaja iHjIjL&jIi (jjLoj 



MCSE: 
Server 

Infrastructure 



MCSE: 

Desktop 

Infrastructure 



MCSE: 

Private Cloud 



MCSE: 

Data Platform 



MCSE: 

Communication 



MCSE: 
SharePoint 



MCSE: 

Business 

Intelligence 



MCSE: 
Messaging 



oA^lg (jlx j^jj J>9xli (j^J Lflifllsjg I^.'-^q^ , n i lUiUI Vialg J^I>o ill Lid* oj^aaJI ujljL&udl (jjs oaLsuIi Jil 

! .qj ojLlAJI oAa ^Jx Jq.^^II ,MCSE Private Cloud qjUhi ^9 ajuLoill ^(jLlAJI aLLj (jjs 

: (jj^ll q Vt II ,jJx l> yLg 201 2 jjdjjuij J9AL19 ^9""'" (J ic dLoiliua "■! M Vi'nl (jjjjaJi 



vju jrt-.nJI <_nJJ o^q^II 



32 



Issue 32 - January /2013 



Installing and Configuring Windows Server 2012 



Administering Windows Server 2012 



Configuring Advanced Windows Server 2012 Services 



Monitoring and Operating a Private Cloud with System Center 2012 



Configuring and Deploying a Private Cloud with System Center 2012 



410 



411 



412 



246 



Microsoft 

CERTIFIED 

Solutions Expert 

Private Cloud 



ojjli£JI "■Kjwi N cuiajiu lIiIaj ^Ul , i Ih II |O^J jjli^JI ^yallUI £fl (^JL^JI lIlo^JI ^ JgM^JI cLucual i^jLjg 

,jJI ."■r>Q..<Qj<jl n JgJiJ , ,"il<j .ti II .Ml" oJg^gjoJI JJLqaJI (j 1c I'jLalcl 2&jJll J^J cUZlLil iliLojLC ifjlA^^I 

"■Ij 'qM<I I JiLiai ClOUdSChOOl l^jjii jjQ cLoAiLoJI CCP ojL&ilig In 1109^ Jjjq iliL^jjidl ijAftj i-uL^, 

d It^tir-tVi llg (LlilljJ-^l £lljLfrj£dl tlLLj ,j1c cUqi^i^ I cuLul^l (jr-lt^i VlO (J^) j<"J OJjA^k LjljL^jQg 



Jl^uj ^.XN^.'MI iJjLjL^ ,j1c OjLluiJI OAjL JJLjb (jl 

.'Heir j lIHq^ ojl jI LiLoiaj (jjSio cL^jI * '3^3" U9^i 

(LujLqJI SLoJ-^JI (JJO J 1 In? II (jlc ■ t l.trl..i"g , H"tl i 

■ Mj.xl.^fi ( j J Q ojLoIuj^I (jii LilAcLujjg ^gjjiijQ (jl (jlc 
Jla ojLajIj J i Vi'i (jJg ^i£l Jiiu 0 '973" 

(jjQ cLuljJI lILj^JLuJ ,j1c lyOtiaj (jl l*v*i<«^ ■ ft^< oAA 

c ** *t 

^o^il jqJLsJI (jii diulag (j^/ jQjaEjJI ale cLigiaja 09E 
L jaljl^l ji^^ll "'I jL^iUI (jju (jja ■ oIlQj ^ykii 
jl£ u^Lkuil (jx 1 alia a l^l«Kg ja-ILsJI 

(jja "'"'^l LljI " 4 La uJI odA a Ki'iifl II (^Llj (j-£J 
(J9^l (jl AjjI J9QJ9 La '■■ogj (JaJI £9-^' 

^Jj g^ulg ,oI>l^Lj (jJa^J SjLljIi TajI 2 ,!!! PMP 
L&ijuaLj (^lc gjua^JI jaqj ^ 1I1 Libia <jJI jqJLsJI 
ojIjI Jbuo (^ii dxLj 4500 49-^9 <-H9-^9 9^ IAJ9I9 




vmware 

CERTIFIED 



PROFESSIONAL 5 



uJg^l «LjIjaJI ^jh 
(j lc Ho ao (jUI 

NetworkSet 

ojLiLjIiJI o AjL lIlLIaI 



dlujljj 



£09* (jlr 



^ I r 1 1 1 U ,"il.\ l/T\.*h I I 
lLaji La£ dJUJJjJI cLiLoJI 



Tj^jo J9SJ L1L9 Villa .-il.tl/N.^ill 2012 
LjL^gJgl^Xll oAj& jjI&j .Lauucu lIixlJ 2013 jqLc <jii 
9^ JxL'jiJI joaIAui (jjc"i.x\« lln t^ljiiil ^uLiaj 



PMP 

(Project Management Professional) 



i_L£ oauu PMP Jifl ojL&iii mL iiidl iUij_i Lqji 
(^^aJI ^^LaiJI ^SlgJI jl 21 IT Jl Jbua 0>£ A*dl 
L-iiloJI ^ii/tl aEIc t d'mn^t II o.\ fft I L joLaj^jLsjQ (jjjJjJIg 
2 *\l hi I I (jic I'.^q.^ I . i ^ I j 1 tC ojLljIlII o «ia 1 - 1 r 
(jjag djiujlg cuIHj lHj^/Ko J9J1J lIiIaj ^Ul SjujaJI 
jjAa ^9^9 ^"'j"" 9 1 ^9jj1lo (^ (^j9jt>t II 




(jL £9jjitoU j « iiaj (^111 a loK m II Jjaidl <Uaii 
(jJLaJI Jj^ '"II L jxljja roJiulag [oJola J^*" jjlujj 
ij^Z ojjaoJI LjL^jjidl djuljjuaJ d^LLoJI j^LojaJIg 

^Qj 11I ft 

(jiamj^ Lajj9 oy±& ililjLjiAj lJajqj PMP Jl 
iiU ".IS oj gJLI jjg j^lg JLEjo (^i> ^JJ Laj^jl jl 
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LajjL^jj icLuioj jjL^aUl dJajjia j^jj J-j |oJLsJI 

cLjIajJI Ia^ I Jul j'Krj-i A09 jLLaL cLjJaj SjLq 
9I jjalgl (J lc Igjgjjj jjAil jjjjjAi^a II I'.^q.^^q 



(j£J OAflJLQ oi*n« II JlTlnl II (JxO L£jjJLcj OjL&lUl 

ojh iiiill ^lc jjLqJI ^JIIaJI l _ 7 ia^/l J-^jJI >-Jj-a lAh 
(jlc joLsJI Iaa jLjjpll (.Lfljuia 5-Lio^l iTjIjiiJI jl£l ^Ic 
iliLSjjidl jjaji'Kll Jg-^-J dbuLU 9^ CISSP Jl ojLLjIi 
Ajjj tiigjAi CISSP ^IjjJi Jg-^gg Cloud Jl tliiflj 
ojL^ulII .iillliL "■! <->Qlcfi II 0 jjL jjal (jl"-^ (jja jj-Sjg 
i_LjlgjJI j "'9 « I ^IajIIa JMi. j-og jolji^l cLaii 

L jqjIj L&jIj "«9« ojL&jIlJI (jl a^I (jjjjLllg ^jjjJI 
^JLaJI .-ijljJIg pljl^JI Laib JgJ5l ll* j£J flojjl 
Iaslq .L&jiigj . ic./t" jj«l (j Jx ^Ilo jg^-i " (J^ 

,"il 1 1 U\" a I I . \ *\" , n. \ l i'i'i 1 1 . * 1 l*i c \ 1 1 i lj. \ *i i jc./n j r 

ojjJi Ag^g I (T> 0 iT%l (jUlg tlLoLol ■ eLugjliill 
,"il riQ Ion II ^jjal JKo "iIq'i ■■■ (jjjjaiJI jx J£j^! 



jii^ll jjjiij L^I^qj t^jjjjlg ^jjjjI L°j|ji)jjLuj o^'--^" 
oaa (jja jiK II9 ji'Kll A^j tlUj £09 LjIaJI (jja 
Jjo^j ^1 lLU j £ag jj"' ■■■ LjIaJI A^gj tliljiijjLujJI 
dLLu^ljlo^/l liiijjiuJI l^"o..i jja dJaimj jq..i< (jgjjj 

(J-'" '■ (jlc (jJaljiill jjjjjjj (jjQ jx£l pi '^"■■■1 £jOJ (jUI 

ojLjjJIg j9Ja.HI (^0 j Jig^j i^JLlE^JI jjdjjluJI 
(j 1 3 olAa lIjLli jjjgjaJI lIloIj La dli AiL^I (^ii 
SLiaiaaJI ,-il«n » ■ ...I I S. jjj Vi. Ul iZs\sCail\ iLallujI 

** ** ^ ^ — — * 

jjg .".nj...!! ^Ig^j jOJli ^jjo jjisj VMWARE 

id jl Visualization Jl L^g ij'<" ^ a».^"...«n 
SjLljUI oIa (jic H Iq-^^ .aLI j SajIjJI ^ya (j^j 
dLJLJI lILjjao ojjli^JI dLHxJI JjosJI 1 <^l.^> <Ja«j 
■a I oK'io djj-i J 1 c (LL19 p ■ ftioj (^ii d 1 LiajLjiaJIg 

vmware Jl pi ^"--<i < iLuialjii^l ^Ijjajju^JI j^ 

LjIj (jl (jx J991110 (j^^ (jl gjQ iluAaj Ijj Lilajl. 
^lc vmware Jl '&±L^&\ ^aa ■ a *<"<"■ J39UJ jlluj 

jg^9 jja gLaj ^ II<a j^Jg Microsoft's Hyper-V 

(jglii^n 1 jjjJIg JK m II Iaa ^_Ji (jjLSjl^joJI (j*-^ c * 
(Ij^II (jja j LljI (jjjLjjI (jic ■"■"9"'qj^ ■ « J9JJ1 

» '"'I 9 ^ n I I . \ 1 ii ^ fl . \ r 1 1 ii*i Q 



dLiLuj ,jic ^9-^9 |OAc (jja (j*^ c ; (yxoij Lojj 

dj^juJo ^jlu 0AA9 2013 |oLsJ Lib ojL^iUI jl^l 
cux "■" (jUlg (jlaJjJI ^slgll ^jlAjua g-jLLa 
IT Jl ^LaLlj LljlLc I9ISL1 a^I 9<--'^--' lj^< 

j r I \l <^ .?i I r ^ 1 1 *\ I I t .if . i LflAlC j*^ I 
n 1 . . t U*\ I I ^j| . \ ~\ \ . ■vl" a I I JljUogJI ■ t . \ r 

SolSUI LjL^jjidl (jja jjlI^JI J9JU ilU j ^Jx jj . LljJx 
2004 (^1^. ildJa ^Ul gja SLajLLoJI JKa 

lLILIa (j^/l (j^J ^jjj^9 (J9B (jiinl'io O9AJ Lljjaj 
jIacL dUlol LjLSjjiig ^ (jlijlg LLolg (^9*9*^9 J!l*'3? 
9^"'^"' ^9uj (jja 1 ggiial jgja^/l oaa ^99^0 
jx ■!'■'< II Ljjji ■■■■■II IA2J9 tdJuaJLsdl dLiLoJI (jJx 
cu&£j 201 3 joLsd jl rih^ ^jl I'.^g.^^g jjat^l Iaa 

JI9JJJL0JI9 jg^L^JI Jbua L°j| jLdiuj J9J1AJ oAjAa 

♦ » ^* * . * ** 

J^i'il I d^JU^UI O AiL IgA^D jl (jIajI djjloLLoJI dLlLuJ 

.Jgj joijQjg jo^jlgxj jja Ljgui Vi^f jig ^L^jI 



^r-^ t /-^ /-^ (Certified Information 
1^ I ^ |^ Y~ Systems Security 

Professional) 



iLfrlaJgji cLiLa^i daWtn 9I d^jali (jl |J Jx ■ ■ ^q"j 
lUiIj^jLII jja j<«« ja£ jj^I ^gMxIg L&jULu jjuaDg 
SLaLaq II jiiLj LqjIj Ha jag Jt^'iKi/ii ^ii cL^LLoJI 

cLlLLo d^Jjil (J^l dUlo^l 
Jl Qjlffml (jjLjg OJJLi£ 
jjQ l^.-in^ O.Vn" I CISSP 



A. 



A 
3 

(A 



CISSP 8 



Y PRO? 6 



dLiLa^l .-il.tliTv.*<ll ji<i jj_i 
(jlj) LajoIcI t^Ulg Ljlb 
Jiii^l jL^Jl ( < y^i 
"* (jl Ialj 
l-iLliLj^I olxljja gja iIiLagliLa II jjal ^i) dxjjia 
(jC jLav^i gl ^Ilo (jl ^Jx j^jj ^1 ojL&jUI idjuoisdl 



vJJJ js^nU v_rdj r»-vQ<r>ll 
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iU" jqaEj "iKj.'-i II (jja j II ^ i :LuLj 

VMware - Citrix - ) Jia i.-Njiy.crn S.LlJ 

S joi^ji joliLil (d Microsoft 



; Windows Server 2008R2 Hyper-V 

vmware vSphere 5.0| 

vmware view 

CITRIX 



l-iUqJI (^09 ^^uiJI (jii (jil tjOiTi'i 1 1 Lojlo (jgii J ^ u 1 1 
(ja^waliflJI ,jic i llhll (J9^-l JjqjJI ,jic 

^ ^Siniig jqj&I^BI VMware Jl i^jijX- 

. joraJIg LyigJgi^lJI 
oAji (jajil (jja (jifllo (J9^j La ale ^IHj ^ (j-^-l 
JjasJI * «j Ajl^ J^"" IalLc Jji£jg l^LxlLcJI 
(j^J Jj" c " J^"" (jjA^/l lHjL^jjIJI ljLxLLq ,jic 
g&i> i-aMlii^ll Lai l^.^c < ( j J3 a±jjsi jLio^l 

."■IjU^ IIq J<*»ll 



.L_^gJgi£UI ""^ I JgiioJI 

**.* * ' f > 

odA AjlaIaj |oLa (j^j |<J (jig cLogjiLo "■^■■^l Llj^I 

. ^{g| I 1 Ir , n jc"l l ■ * I ■ Ir , 1 1 1 1 ^ j I j'iO I I 

jagoj (jl 1 -L^-i ^Ul cLualaJI "il|IU"« II ( y£ La : ^Igl 
SJL^jqJI I ajL J^aj (jl ajjj (JaJI (j^ 1 



JbuaJI I AiL JAaj (jl lJJjI (jl iMlIf i_LSJ 

AJL^ J 's i'i I I I^Q Iq'i<7 II o A£u 5_iIjj tlLaJ jg^-J jl 



ojji |Q I q"" cLiglbjaJI "<I..<jq< II ^yL La :IxILj 
c&jjUl jLlLII (^lc fLLi i allaj JlguiJI IAa 5jL^I 

n . \q "\ Q n 1 1 ,**iICj..i I I ^jjQ Iav^I-n"*! n . \ "\ " i . i "i , nQ ..i 

iIiLujjg^ LaJ d^jjli (j^/ (^jLujJI Jlgjidl ^ya 



IP Address 
DNS -DHCP 
Active Directory 
Network Infra 
Backup Solution 
Basic of Security 



- 1 

- 2 

- 3 
-4 

:I 



dL^LLII dUgajaJIg ^ La " II ,ya ^jLH^ (jja 
LjL^gJgi^ULj (jjualAjaJI (jja ojjlI^ S Ii nil 
(jJI J^ oJI ^jlojlSu (jl'iLu diluj^ll L-ilclg ^jdialll 
lAa,Hau ^lll L^Lijjg^JI ,y& Lag aj^JI joJIaJI I aa 

,ci 1 1 ui^/l (jja 
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jl o.^"...". ^ VMware 2L£^ii JajLiu j2l 

Ao jg^J jl i ta ■ ojLljIi (j-Lc J-^^"q (j^xLaj 
j^ljjaJI (JJ-aI ( jl^'i''->^fl ■ (^aLLII (jjjjg^jl 

.Lajjo oaoI&aJI djLAjdsiUI 
La L £gj 5jJLc u fon jLsaj^I jLsuj5U 3 ■■■«■ lb Lai 
J°^" *f jL tlU lOAaisLoJI j^ljjoJI OiIa 

(J9^ i jl gj£ uiLoAfl Jjl^Mj iaLoaa qjL&jjjJI 
.Ajlo oajla ojjji liUg I ajla glla Hg Iq'i<7 II ■ L aLq 

JjUlII ^^jjj ^jii cLigllaja LjL^gJgi^UI oAfc Jj& :L .ui/aLa 

ciiiiiilL - cUJI aIc (jjQ J9^l (ji igjj JjasJI AjlS'LIILj 
ljJIjLq Ltag IjiCfll oaa djujjjJI LUSJoloJ 
Ir jjj 1 ilhllg gjjjjj J<"" q Ifft'KI LlLjIaj 
jJqUj ^/g j*/l (jjQ I jj&La 0' ' jlj.ftL.ub 

IalLc J-^^l jl j^oo (jUI LAJU09JI (^yL La :L'.uijLui 

SLagJglllJI oajL jolsiJ ASj 

j I 7ff 1 1 S.C1JL&9 I (jJL&Q |0-ujl Aagj ^ j^!l 

System 9JL |0-ujl j-£J I^Q lg'i<" II OiIA 

Engineer 

^js\.s\k"n ^jr\\ i'ii A219J (jjjJjJI LLqJLc (jil j^)l ,^1^ 

^0 ^/| Irtvl n C i g| ,Unn I i -nq I j*iC*i I I n .\A\ 

.ISP Jl iiiL^jjii 9I r^a, a^.xM ijLSjjijjl 
SjjLiua u-J>8-" LuaJLc (^ii LjL^jjiJI |oLajJ dLuJLc j^l 
Ixag lj'i<"ll oAfc jjaj (jjJLo .2 U\..ig"n (jJI 

System f& ^L^jAJI 
. Engineer 

n . \ A\ jQAOiJ I n.\*ir P^i U\ I I i 

Lilolola L-A9J9 W) II 

j u^o-aXo lLILlA j9^-i Jigxij <LaiuIa <L£jj2dl jg^Iig 
La,g IgiS-LlI o AjL (jii (jxLoLsjJI (jju J.nn II jaJ-19 jl^l 

i^flnia LlJ O9SJ9 System Engineer Jl ^9 

1 1 -\ j I I I 

l!iLuJJ9^ d^jjli Ale A^9J dUl dilJJJjQ ■ >^< 

^39! (jl uljjjl (jiiJ ojjl!^ (JjJiI "iK'i'i f»Q "■! 'iK7<-i!q 




. VMware ^9 j^ll ,^1^ 
VMware vSphere 94a SL^jAJI oaoJ Jgbll ^jg^JI 
^y&9 ojLdiuj j<^"'i (jiajjj (JAJI9 ESXi 

.VCP 

ojLlc 9^ .joaJa 9I (Jj9^ (jaijlJ cul j Aa ^ii (jjjj9^JI 

Jq£o dXLuJ 40 CUA09 oAag 1 3 (JX 

j| gjj^gj ^SJ dJLflLUI tliLagl3ba.il LiibjLaj <uU 
LtagJgjSjLJI ^jjJd jx dXoL^ lUiLIxj j^ljja (^Jllj 

.djdAlll 

VCP i-Qjjjj qjL^jUI oaa ,j1c j-iAa Jjaslj A^gj 
jja l!ijal^9 oAjAa ojL^jUI oa& ~ Cloud 

■ Unn j^v.7i l oAC 

JiLiajg ^jLuJI (jjjjg^JI o (j ■ ■ " '■ jx ojLx (j-^9 

VMware vCloud Director 9^9 jJil (jjjj9^ cuJx 

|OAOJ (j UI ullL^JjUl (jil J-OSLi (J SJ ALLA9J9 
lIiL^JjI] JjjQ j 1 O.^v II "iKjwil I Oj^gjoJI "iljnj 1 ..i II 

I I (j^J SjuaAg uIiIjjdjxuj jqaHj ISP Jl 

.(jjAI uliL^jjIi 

djaAolo ■ \I^\.*.*iq i2jLujj9^9 (jJxl (jgluia Aag ■ 
ijjQ jqaHIaJI ^3""'" II ^y^9 VCAP <y^9 
.djaiwaJI j"' ■■■ LjIaII 3^'>° jx (jjJgguiaJI 
IaoJ (jjl ^ (jl^J l!iLujj9^ oac jja jp <*■'**■ (^yig 
^1 L^u^jlg j^ll o-J>aJ' LLqJLc (jgluioJI 
. djjjjdl Lilfllola (jii l!iLujj9^ ed Aagj 

^y^9 VCDX Jl ojL^ili (jiig l _Jxl (jgluia Aa.g_j 
tdjaiwaJI DIaII j^l>o p^"'^"' *'>P-1 ^ / ^°" ojLljIi 

1 -v ^ tT\ Lojl -"il ««< jqC I A I y.n I n. \l /T\ .7i I I oAi^g 

ojL^llu a i 1 i'ii VMware 5^jjiJ jqaqj ^jjLuLog 

gSjjiuu cLSjjli aIc CCIE 
I9ASLL1 |oJ joJLgJI (jii oaL^iUI oais ,jJx (jjLLaLJIg 

. j^ll ^ diLoJI 

oAjAa uIiIaL&jIi LaJ ■"■"q--'qj^jI " I ^ M < 
oAliLjli (^y^9 LjL^gJgHUI oaa ^ j iirnn^'iol I 

MCSE Private Cloud u o..ri 

f 'I^-'Hq iliULalo^l :L "sjlj 
^^(^^P^P^^^^^^^R^B *— 1 1 «-i Lj^jIaJ Li |Ojj^ 1 j lX^ I I 

i"inii I ilul& (jjg 

vrnworB ^ ^ic 
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yjj> fnnM mq LLs2_o CJJlLcf £j6 
cLlxo-^j-o <5jjj-c a i t>o Jql QjjI jo'i mlq j ;q b-i 





cLLoLui QjJclxj - £jjj|q jUulil 

OL^LlLhUI &-LQ^ t I ml i'i fl 6 I'i «\ Q OjJlLcl fDJ_2i 



iojugpLU jJI ajjjJI <jdx LuJLujIjjo ( oiJliuoLi 

magazine@networkset.net 
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o j_ua jjj-sdl ^ ; r 



5u_L5 3 201 2 '• ■-' J " ' >^ 



(patches Jl ' Jia->1 Jjocg .Iijjlj^l SLlijii 

OJg bandwidth JJ jjl±£ .'Im^...! ^ji ^j^, 

Lid (Jarj ijl ^li^j ^Ul * Liii^l 1^^^"*' (jl 0^1^*1 ■■«*■ 



0^9' (jJ£>o |Q^Vi (oUaj ,jJI gll^j O^-" 1 .(^jLoIj 
jO^oJI 3hniQ7iall l**jL£)AJI ^Jl * >••''> II ■ joUaiJI loliS 

,"mQ ..iQ jC i l n ,"i nl n . M I. \ I < i i C L JJlJ . AIC i , 

WSUS windows server update) Sjo^ Jaaj 

(services 

|QAilJ (jl |0ljll IGB9 gJLsLflU 1GHZ "iln.^lQ/n ■ 
jQjiuaJI Jjl^ Q^fl I cULJI n.tAin) (j^jj 500 (j-"^ 

.(WSUS f),\\n<, JaSj LLjaJ jOjaEJI 



cLlLqX J ^ ■*■*■"■ 

^LI^^I Od^' 

,"iKi.*ill (J^jaaJ 
OIaj ^jjg 

Ukl 

JAjaJI illljg dU^^JI gjaljjJI (JJ3 iVliVffll A^^J 1**1 1 ^ 

Jjoaj jojaqJI p « II Jo^" (jl ij^Aj JqiqciII 

.(devices Network attach server(NAS S 
NASLite-2 CDD £*U>JI LLjf ^ 

I (J9X |OAiua ,jjl |Q-iuiLM jQjiuaJI J-19JIJ !*'*■< «j 
Jl ij^su sLoLol SU...Iq < ^hl i7^1 ^jjluJI jgjol 




(jl i"n^ 1 "iln.^CT II (J lc (j^jo) (j^jLc ^ 'J 

U^J tliLaAkaJL I/ajIj joLaLj^/I >±IJ .U9 tL *±jui 
(j-'"l*'" Hg slu^llg a, 1 ^1 7 *i^/l jjuLsloJ d_jjL»ja ^JLlj 
II ,^JI JLxj (jUI *^"H (jjo I 0^9 
LjL^klg J ^ i'i'i 1 (jSjj (jl (j*^" 1 I j'Cio 

dLsLi^l dhnllg-l djOJAoJI "il n.\ *\ n II (jjLul^J (j^AJ 



fj^ail JjAoI 9JL Lq jll^j (jl (j-^AJ S<i.*ill dJJjjJa 



. \ n I I . 1 1 n. 4 ^\ n I f^vi n 



(jl (j^Aj (9>la Otic 




cLlIo^/I lIIiIjAIII (jjo (jgjljjj "■!< 1 ■*■■ II JjAa (jjo jjl*lS 
UQ "Q"J tlUjJ S<i.*ill oaQ-yQo (j9^j (J Lll 

■ «i ■•?»<! (jja Patch Management Joaj 

,"inj..i/jj< il « *ili_i j^ii ^Haii .cLlLq^I iZilj^UI 
Jl (jjo tlaljl pl^7'.« J <.•*•. . ^jii J£J ( (patch Jjcic 

. windows server 2003JI ^Jl power point 

(jin,^7iiiflll ale patch Jjqx ^Jl ^ll^j Lajl IHU9 
(J£J ^jjLflJD "-j (Jjoc joIj (jl Jq"°" II (Jjo (j^uJ9 
^Jl L*jq JgiiAJL (jgjogiuu ^^ijl^ ) 
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jLuii^l J^l jjo ojju^ Ljliuolgjs ^Jl ^LLxj ^ Lu^/ 

I ■*< cLLlLq ."iln.^ljfi 1 jLuiJ flj^J j^" ■ ■ ^ 

,"iIS^iU"II jli?^^f cualaiilujl " 1 j '"'V' 1 1 
. aJjaj Jjl&iIij cLaJajj (jic L-jujaUJ 9 1 oajaxJI 

jQA^jQ 9I ' 1 1 '' jl L xkljl j^fl 19 

Jjjjj eLolik ^tJo'jJ Vinll SU..ilg i culc ^aljlol 

Ajubjo a^j ji j£«j u-^'9 VMware Jio 

.Lnio 



^r l.UII 



«< |OJAqJI jO .l^fl II 



jQaiuaJI jX f>_L5dl ■ r»n Vi 1 c I |i\ 19 . I p 1 ^ «Q 

. "ilnlnl Iq Axhhll JaSU (jaJI ^nllnl^fl 

Sli^m ^ file server Jl ■ /j^' 1 " ajlLolc jli ^JJl^ 

Windows Jl J 9^. iZjLoglsLoJI jjQ AjjjoJg 

ajiifljl 5J>E -'i'<"j server 2003 print server 

: SLJliJI 

http://www.microsoft.com/ 
windowsserver2003/techinfo/overview/ 

print.mspx 




terminal server Jl ^IjaE ^jj^j jl ^jji Ijl 
tt iUaJ (OjaqJI ^aiiiuj jl ■* r,< "j service 

jjQ ^ijjjaJJg .iliLal jJI o^£j SiiLla^ ^LLij ihnn 

windows server 2003 terminal Jg^ ^LoglaaJI 
www.microsoft. :JiLaJI lAa Jaa^Ij ,o5 service 
com/windowsserver2003/techinfo/ 
overview/termserv.mspx 




<>° 9' cd 

j^j ^aljjjJI I la £>LEI j^Ajg BIG Driver 
cLqjaqJI ,"iin,^iQf> 11 9 j j"q 11 1 n< 11 Jc-n j ,"1 1 ^. usb 

8mb J>^jo-I 21 cUjl&iIiII ^H^J ^9 SjJLaiu Jasu 
^cJLslo ^Jl ^Lo-19 ram Jl jjtalo oj nil 1 o ol"j 9^9 

.RAMJJ Mb 64 ^Jl 9 Pentium 




ghost) LlJ 

lIUaj jsl£u i-lli ^ iig iiiB^I JJL09J (images 

abul «uLo£ J<ni"i 1JJ.U9 1. La a, Knio ifjgj^ aic 
(JjjaaJ Sini'ilL LojLc oj 1 II jj-^ll jjjiiU jL£jo 



SjOJAoJI *-v«ll 



,jlc dJLXjjillJI LAjjaE jjQ UJLQJ 



jiLcu oj9^ jgjjJI £LL^j LQJJX9 ^ni'i II jj^j 
.1119 eUlj^U JjLo u^Ij^I ilij^jQ ^Jl oj9^aJI ^uij 



l5jLj jIa^ Jaaj jQ-iAoJI joaiucJI Ja^-j |Q9^j 
ajla, Jaslj joLlclU access list Jl 0 "<" j<J ^Ja 

JjjU djuljjuaJI LxjaJ j^J |oJ JLi L ±£u\q 

.(jjllll jIa^JL Sa^alii 



open source Jl jjo ajasJI pi.^v-.i j^oj 
jjo ajjjaJg iijljLiJl jjo ajac i'-^o" ^11)9 firewall 

(jjl i_jL&aJI j^jtu iIiL^jojaJI 0A1L J9A tliLagkfl II 

tJliJI Jajl>JI 

/http://www.smoothwall.org 



smoothwair 

The Web You Want 



Search Sraoothwall 



UK-J4i:0-S7u i T'V^j f 00 



No bloated releases. No artificial delays. No waiting. 

Simply more 

Product Updates 



Guardian Guardian UTM 

Web Security Web Filter + Firew3l 
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Spice works IT Desktop J JjosJI Iua ~..Uri 

(jjbua 9^ IT JL u^LkJI ■ II ^hni ^i.r> i lIU jj^ 

£t2ioJI Iaa jL ^o^juJI JLqjLo ij (jl j^aj 
|0 gAa Jjajdlg £}LE}U ^jLEj 5 jjo J£l (j)J°'' "'J 

. II ^lc jLfiL^ 250 jj3 Jil [O^*'" I 

£lILslq £jo i joa-Lo 2003 gl xp jgaijg 9A cGLUolo jjo 

.512oj^lj 9 MHz700 

jq^Hj Q/Tvn JjoaJJ The Dude jl ■ c i«<«j LaS 
.ping , port probes, and outage notifications 



DHCP JJ (joLal joaiua^ cLaIaIIlljI j^a-j 

-^jAI SUBNET <jlc Jjaaj ala^ 




Exchange Server jx ; 9^ (j-^-m 



,"inj..i/jj<^l« 1 ^aLLII 

■ ojlj^l tLaxI (joLi9 9^ ."~JJ ai Lajjii 

i-£Lll|5U jikJ 9 ^jjl-XO J<nl I ^CjoLjjjJI (j^M.^^ 

j.i.rno II jjtxLo a^9j j-^9 ^LLa jjlc jjo^II I a& 

^Lslo 9A1J ^'<<Iq L'ju^iaii ojjiiil joJ Zimbra ^caj 

,"il n^lofi II jja aj^joU ojjLSx^JIg ^Lkiuj^loJI "iKj.'M I 
:^JI L_jLi aJL ■M'\.x\ < i , i ^ysLjjjJI laji 
http://www.zimbra.com/community/ 
.documentation.html 
-http://techrepublic.com.com/2415 
html.92919-11 1035 



EZimbra 

a division of vmware 



^JLsifl ■ Q^" gjoLjjjJI IAa -ililU"« I ^Uui'ULj Lai 
cLaImio II (jjo Lsjlc 5 9 |ol>JI (j-o GB 1 9 GHZ 1 .5 

d 1 filial cL^Luag ^ualjjjJJ d t r\,r\\ci (j^ayill dUljjiiljl 



(jHjI jl l_laI ^ iSJij lIiL&IjJ^JLj jjagja (J ic J£ 
l^nl^n JjQjiU Sir>ir>-Mn9 djLoj 9 Snil^ '1 ^jLqa^jo 
«uLj LjLd WAN <Kini j-jAa ^9^9 IaJ .cu^aliJI 

J9^ ^^1^9 (j^-tnTi I ping 9 sniff ^aljjJ 
domain controller jjuagaJI ,oi^Lo iiiLijajJI 

!_QAi& (jlc JjoaJL (jjJil cLaaiv (jl 9I ^^LLII 

. dj &±£Xu2S±Q jjL5JjO 

oJul f bb/ (OjaEJI J9^/l II "<l«c"..il Lj| Ijjjj 

. d 1 1 I I II dflffVfl II 
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CLOUD COMPUTING iLuh^JI SWg^JJ S^UI ^JJI (ji^j 
(jO jjgJaUlg tliLaglsia II «uiEj Jbua (J i> jLolluj^l ojLj) (j-o iHjL^jjUI 

5jLc CLOUD COMPUTING j' ^ i<>-. i„< 3 j^i ^« 

)Z\yA u <» :; u J9 kj 9^9 VIRTUAL SYSTEM ^Ijiil ^jll^ ^> 

ajjIj^I "jolaiJI JJagj jUI ^L^j2I 9 DATA CENTER ^LaglaaJI 



diiiUI ^ii jjls^UJ "lai L ^jgjaj jg^J jl (J-S-flJ CLOUD JI djujg 
tliLaglfta II Li^g IgX" ojl jI (jja a^JIg lHjLoqI?ci II LliLaaJi |OJAnU 

RESPONSE (jSjfaJI ^gJI ^ Ijb^j^lg jl£u2l gJL^uiijg 
11 j„oii ^.r 0^3". u ; ^ji 3 -?n tj.sV.j THROUGH REALTIME 
^Jx jAJLig Sl^j l>i WEB JI .-.isniv. ^MJol ^ J«2u CLOUDS 
SLflJla a cLl^ojj lIiLLllL^j Sac jOxaU I<t>o).^-\7 nil ujllaj °^ ,iI q"'Q oaLj 
Aclgjjg ^jjIuLlg (j-'<3*i^l JjL&iiu 3 "I^'iIq ajajlLSIJI LqLJI ^uoIjj Jla 

.PHP ^Ll2u3>j9 MYSQL ^LiLu 



SJjujg^LajjLcg HP 9 IBM 9 GOOGLE FILE SYSTEM a&yZi 

| \ t fr\ R | |q | inl I I /Ts"l "\ ^ n n. \ Q ~\ Q ft 1 1 ,**iljn j..i I I j i r ,**il n i i U\" I I Jj^/^/ 

.L Jo^J |oJLslII sL^il dnl'iSo iliL^jjU ^ 1? "J .' 

XEN Jl.ii ^Jr COMPUTER RESOURCES ^> Sjai* 2UaS 
Lai^DIg CLOUD JI ^ lAjugj o^j VIRTUAL MACHINES 
£juLujlg |oLj^I jIUTi^I ( j jQ ^Jaj oJgASLo (£jLoj ^ oaja^. " " 

ojjL jolti^luil jQQjiUV...j 1^3" '-^"■■■"3 Jliln 11 1^711 oJua Igjghog 

L&jIjac jojsJ i^J'^ ^3 j " 'I ; " J^*** RECOURSES 

l/V; <)..in -ilni iU"ll oJua . iK.^ dUUoJI ■ JdLoIa^L 
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jL^^I REAL TIME MONITORS JAE9JI 
RESOURCES _U Sjfalll SLidi ^"...^ 
REALMS Jl j^99 t^AsdJ ^L^g 

dXQfl^fl |QXAJ (jlll ^aljic^l joJLsJI J-^lj dJLCjiJI 

ilii'iLjAi jqJLsJI (jja djxji dXQfl-^o 9I (jjjLLII (jja d 1 1 9 o 
^Lb£J| ,ji d^jjUl . A.?i"<~i JLLaJI Jjlluj (J Lsiii -JJQ^I 
1ZJLQ9I9 jol.^'ini^l (jii o^xlS ojLj) <juaJ REALM A 
Lluj joLiVini^l u>tnVil Z9 S ^LkuJI lain jphViui^l 
10 1 .i^lllj yla jjL^aJJ ^jjgj ojLcL cL£jjUI jognTn 
0A1L J'J^O" J j0X 9 ^9 S j 1 1 irlhrill M£ (jja iIjIjjqjjluj 

^1 Un'il (jgj 0J9ASLQ (^jLoAjg A ^ItVril I tHjljjbjJLuJI 

J9JL1 ilil j A&jg njLS £Lki£ (jl (jii p ^i"'" (jl jx 

oaLcLi riLiJLc 1 0 1 IL^j j * 09 4 * ^ .'S 1 1 n" i.\ i q 

(jjLjJI (jgL^uj 1 11 ^"19 dubilujl Jasjqj f^Loxll 

(^jLoaj clL^ I AA9 <LojiJI ^9^ ale Sac Log II 1— lUqJ 
^juLujI (^jLlJI (jii a£jlJqj 1 jIIqIj jL£ (jjJI ojgA%o 
LfrAflx (£_iLa£ <LaAiJI (jjLui^j o jLc^/ 




oaja^ lZjIjjdjjluj jjLflgXj dninVi j-^-ftJ q..iq'i Hq jgkuJI 
09J j JMii JlioJI Jjlluj ,jic iLlJ cLaLJI a±c 

2 i.VtljTn^fl ."iljnj 1 ... II jjj A-ljjaJI j ' "Q" j^" ■ (JQ II 

(j-09 (jjgjl^J^II (99uiUI lAalla 1 ^Lll ilibllaLa.il SxdU 
cLLbx ,ji eUoLial Jjqx sLcl «L£p2dl cL^lgj aq jAI JLLa 
lLIUqj «L£pidl ljjLS I jLo f II (jii 9I £gouj^{l eLLiu 

dJgA^ j^fffl II (jja euLo II 5>JLl£ CLOUD 

^LajjLi^jol,^ COMPUTER RESOURCES 

JMii 9I ^9±uj^l 5_iLaj a Ihr ^ii 9I ^Luia 
CLOUDJJ Jlol JMiluil <9jlH^j jqxj dUj ^119 . 09JAJI 



LLuJ 

Kin 



pi ^'■'■■■ < ^l "'l-^Q jl ' ■ ■■■ 

I j 9 j ^ wai CLOUD COMPUTING 
ojL^UIg djuialjlii^l 10JI9AJI9 iIjIjL£Ij^I9 

.djLcLal^^ll "iKi.^ll/j djjgjUJ^I 



.Iiljlllj^l 
jogiLi LoaIc 
(jja ilijjlj^l 



jOi2ujL-^-j ^uIajJ (jjjiU) ^jjLj lAaj « lf)fir)*n 19 

CLOUD RESOURCE Jl LLljL^.9 
^giJ ^Uaj ADMINISTRATORS 

(jlc «LLi9 tliLUoJI oAA u^iij 9I AaiilgjaJLj 

CLOUD RESOURCE 
ADMINISTRATORS FOR CLOUD 

ajIgjaJI j 1 riQ*i 1 I9J39AJ SERVER 

9 I ^lij ^ Oi)? 1 ^ RECOURSES 

bfriUa |OJ (jUI JjIgjoJI ^gj ^lc sLLj lIiLcLuj 




VIRTUAL WORDS 9 I aju^ljii^l (oJIgaJI 

lIiIjaH jja dff-si'n iHjLjlo^ j i~s ni7l ^I-l^j 

VIRTUAL SPACES Jl L^g^i ^jlgcJI 

jxSI i.nlg jjll^ J ^ ■ ulijgJaj ^Ul 

ililni ih'i joJil jjag cKi II JMi. (jja LOalA^lujI 

MMPOG Jl VIRTUAL WORDS Jl 
MASSIVELY MULTIPLAYER ONLINE 
Jl Laji^ig GAMES 

^> Jj^II .AjjboJI VIRTUAL WORDS 

jja (jju^LaJI lIiIjjIix dUaAkj pj""l "iljnj 1 ■■■ II 
I0JI95JI oaiL (ji> j 1 1 K niiQ II (jjuuaA^Ii 
oAA , (jUI LlliL^jjidlg dAiIaljic^l 



_ 
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0 I 0 I 0 
10 10 1 
0 10 10 
10 10 1 
0 10 10 
10 10 1 
0 10 10 
10 10 1 
0 10 10 
10 10 1 
0 10 10 
10 10 1 
0 10 10 



^jlc i££kuj 9jjLLlujJI (j_o j^l *-J-jL^ 

n i i V\" I I .t i , \ *\ *i I A jj l I I nil i lit I I i ft i 

COMPUTING . ^JJIg aj^I ^Ij 

RESOURCES 

(J lcl d-igJgL i qIlQj JLall o jAaJI iHjLEjli^UI jl^l 
I JusJg jlillj^lg j iqUVIIq "-q^ ■ II "ilni iU" ,jja 
CLOUD Jl ^JJI ^tf^MJ AjLLiUI ajulJI 
J^iu COMPUTER RESOURCES J^ju 

1.. 1 II gjQ jQ 4 ^Hj loin ^jjLoLjg 1 LujUa 



J_j ^/ kd-ijbuJI . "il . . ■ . . »q n IIq lUiL^jui II ,jlc 

t 

ta ;-^l CLOUD Jl ^jl I".^q-^^ gxjglg 



^Jx j<";^ 3 ^2 RESOURCE y>£ 



jl^l JjI^jo ^lc Jq-^^ II ili\£>yhl\ (jic 

UiinlAQn (j I *S o'i ■ ■ 1 1^" j ^LuJI ^JlE^U 

pi '^""'1 (jja (j llg (^jljjL^UI tL^j/iillg 

CLOUD 9 jLUj^I -ii-^'in/) iiilgjl 

COMPUTING INFRASTRUCTURES 

Ljlgj^/I oJusJ ^q^aJI [OjLqJI Ja^-II 
(jii l-iL^j. "jiJI ^ I ~/i (jjQ jj c " ■■* (jUI "'I ■ A ' 1 " I Iq 
l^/n-\ -n ^jL£ I fi/^nQ lIljL^ Jbua (jl 
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13 ° 






jjA ,,\.A,-\i 



i<Un'i 



9 lIluj kiljg^Ij (jl ^fl cjl^l (jjjjJ J-cgi; ^ JqjIjJ ojLj ^y^-Q l!ljL£» 

All jqJLc jU..ill Jg| jjjo d_l|j_JI 9 

.cLujjdl cLsDb 9 Sjzxflja .JiUi..< i ^ ^njl<?n aijqao lIIj^Ij 




3Ul..n ■ cl^jjIi tllaAjj * iQAnJI cLLkjjo jgLG j^lg ij-i&o cj.'^jn p-^A ■ ^ ^ ^ (jj_i ^ji) ,ilLia » 
Aialuj ■ ao 1^1119, 1 cLili^JI S ljK« ,jx ^fl SI^jjqJI Alb ^1 Jj-oj (JJ9, ij.ij-i.MJ £9^99 

dLalaj Iauo joj^I 9^ I aa , lIuI jg<- ■■■ cuj^UI (jja ^"'"^ Hq »-£^fl J II jjilg aIjjx L&Lo 

» Aljglj ,ji <ull£JI ^ 'j^** 1 J5La, (j-o 




Jq,^\q II 3 n m n J^-v"q 1 ic". (jja 1J9JJJ alfljLfl iJijjli ^ * * ^LLo (jjbua ji£ cuLlqj l^Jj^Xj cLbua 

«djJI 

ilLilc La (_L^g ,j_ijJiJI ij-bgJI (bbl ■ 0 ^ii All ^■■1-''*" tjljjii cL,aM_i. AbAj (jj_i giiaj 3 La a 11 

«(_^liJI 'I''!"" 1 1 tlul ij 9^j (jl^ ojAi'j (jl"--' ' ,jjQ aiiLj» :^jl 9^ 




ajjj (jjo jjJI 1I1L09ISL0JI JLo.il i-cj^ii Jj-19 2 La a 11 ^jjliSUI (^jjiJI I.1&J pln.x'iVl ■ iJajjUl ^ jLS 
d La a 11 sLoxl J£ jjJI j< A II ■ <La,g2JI (jjo aj^/ (lag Aujlj^/I jjlc oj-0Q*i gi H ^li Lop ho II (jjo ■ > -j '■*■■■ ■ <j\ 
jLSlo^flg gjljJI »j^^"H Lia ^lc (^yu-ftill ^>o-il u-"'*"H cLaLa,g ^jsd^ joJLsJI ,jjo Lbjljfl9 |alj£JI 

.1 'aSIj (oLo^l ^1 dill fLii JI9 ^9j^l 




(jlll iIiL^LaUl (jjo I AijjQ c oL^Lojq La_il iliLa.liu ^ '■ '■ < I J9III ^ (jl 1ILL9 lj lc (jla^ J9^/I (j-ILao qI gjo 
jOjLa 9A (jjo J£J SiijJLoJI i_ 1I9JI (j 3^ *■'"**' 1J19UJ (jjo |Q~ 'I " fljx^/l ^jjl^l "■!<■ All jLouj ^ p< ■ ^K'i 
. obi dill oLbxl Lojq Ajj-19 d_i 9i& gaU -q cu (jjjllll gaLi L aLc 9-^j-i CiLaji^lflJI 1 QjL^aj ^^Ic 
jIacI ^ii JLc \$A^3 "■ Lbjl 201 3 ^£9^1 ^'■'■<Iq cLoMasJI dlajaJI oaolI ojjlajq iiuj AuL^ 201 2 

. uliLaogUI 19911 Lfijlc JLo^l ^9^1x^9 3 La a 11 oaa 




any A II AjjloLlflJIg jjLflUI (jjjLLII p * 0 " ' * rf«KII OAA 



1K1 All ■ A.*.*k~n 3 La a J9I 
J lAaJI (jjo AjjjoJI l9jJaijl 






Aa.1 ^ LjLuJ dll iiaa II9 ^^'9 1 (j->-ui J-^ JaaI ,(^oaI aalqI i_iI^I jAua.9 Aii^ JIiIaj LoaIc 

jqU"II (jja AjjjaJI (jjl ^joial AlIj ^9 "'"'^ J-19^ (jjoj ojjo .^^Loo cLlq jjlijl (jLio * 
(jj^ joisdl cL^jLIijq |jl I9j^aj9 |j II 19^9^9 Lj^jLii .joSjalcg | ^ Lj^jLlu ^jb J (jU'9 
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